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Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About
M Events Systems Configuration Analysis Maintenance Reports Search Help

Events

- Menu Options

o Status Summary

Use this option to view overall system status information including & surmmary of recorded events, agent configuration and activity.

+ Event Log
Use this option to view event log records based on filtering criteria such as time and severity,
= Event Monitor
Use this option to see a continuously refreshed view of the most recently logged event records,
« FEvent Log Management
Use this option to schedule tasks for managing the size of the event database by purging event records.

« Fvent Sets
Use this option to create and manage event filtering criteria that can be used to select event records for viewing, reporting or alerting purposes.

o Alerts

Use this option to configure Management Center for Cisco Security Agents to issue alerts for various events through various notification mechanisms such as
E-mail or SNMP.
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Messages
User Query Responses
Contact Information

= System Security

Status

Host name

Management center

Xppro,csa.com

CSAMCY5,csa,.com

#

Unbrusted Applicaiions Registration date 10/16/2004 10:34:55 PM
&-Local Firewal Settings Last poll time 10/17/2004 2:31:43 PM
File Pratection
Last download time 10/17/2004 2:31:42 PM
Software update No update pending
Network Admission Control posture results Unknown
Poll for new configuration [ Poll ]
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Cisco SysTems Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

I Servers - Apache Weh Servers 45 Apache web server systems Solaris

™ Servers - Externally deployed 45 Default group for servers deployed on public networks Solaris

T Servers - iPlanet Weh Servers 4.5 iPlanet web server systems Solaris

T Systems - IDS Mod 4.5 Servers running in intrusion detection mode with no preventive capabilities  Solaris

IT Systems - Mission Critical 4.5 Systems that need to be monitored at a higher priority Solaris

T Systems - Restricted Networking Systems which are under network lockdown Solaris

T systems -Test Mode 4.5 Systems operating in test mode Solaris

M <Al Windows> Auto-enrollment group for Windows hosts Windows 2 hosts
" Desktops - All types 45 Default group for systems that install the Desktop agent kit Windows

T Desktops - Remate 4.5 Systems that may operate from a remote network Windows

T Servers - All types 4.5 Default group for systems that install the Server agent kit Windows

T servers - Apache Weh Servers 4.5 Systems running the Apache web server Windows

T servers - DHCP a NS Servers 4.5 Systems running DHCP and DNS servers Windows

T servers - Externally deploved 4.5 Default group for servers deployed on public netwarks Windows

| ry - I 4.5 Systems running Microsoft 11S web server Windows

T servers - SQL Server 2000 4.5 Systems running Microsoft SQL Server 2000 database server Windows

T Systems - IDS Mode 4.5 Systems running in intrusion detection mode with no preventive capabilities  Windows

T Systems - Mission Critical 4.5 Systems that need to be monitored at a higher priority Windows

T Systems - Restricted Networking 4.5 Systems which are under network lockdown Windows

T Systems - Test Mode 45 Systems operating in test mode Windows

T TestGroupl Windows 1 host
T vMS CiscoWaorks Systems 4.5 Systems running the CiscoWarks WYMS product bundle Windows 1 host
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Configuration » Groups » Compare Desktops - All types [W, 4.5] and Servers - All types [W, ¥4.5] =
Name Desktops - All types Servers - All types
Version 4.5 4.5
Description Default group far systams that install the Desktop Default group for systems that install the Server
agent kit agent kit
Detailed description This is a generic group intended for all typical desktop This is'a generic group intended for all typical
deployments, Membership here allows for the server deployments, Membership here allows for
application of security policies to all desktops. the application of security policies to all servers.
Architecture Windows Windows
Auto-enrollment group No No
Test mode No No
Polling interval Oh 10m Os Oh 10m Os
Send polling hint Yes Yes i
Test mode No No
Verbose logging mode No No
Filter user info from events No No
Log deny actions No No
Application Deployment No No
Investigation enabled
Policies 6 items 2 items
I: Use the checkboxes to attach policies to a new group or to existing groups.l
Policy name [ |Default Securty - Windows '™ |Default Security - Windows
Version 11 (4.5 i1 (4.5
Description Commonly applicable security policy for Windows Commonly applicable security policy for Windows
Target architectures Windows Windows -_YJ
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|TestGroup1

—Description

[This is our first test group
5] Detailed

Very long detailed deacription here

Target architecture
Windows

Polling interval (hh:mm:ss)
[oo:10:00
Rule overrides
" Test mode
I Verbose logging made
" Log deny actions
[ Filter user info from events

" Send palling hint

1 Application Deployment Investigation enabled: No |

Combined Policy Rules
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Host Status— From here, you obtain information regarding therent operational status of the agent,
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o Events Issued in the Past 24 Hours ( &

Software Version— (

Policy Version— (

Time Since Last Poll— # #

Time Since Last Application Deployment Data Upload- +
( ' : $ &

O O O O

o Detailed Status and Diagnostics Link— ' & + ("
$ &" + , M+ IP , (" " :
' $ &" .0 +
" : :
+ " $ + .
Host Settings— $ &
# & " + ' :
# $
.0+ ' :
Polling Interval — % &
Send Poll Hint— "+ UDP (
Test Mode— :
Verbose Logging Mode—  # + ( :
Log Deny Actions— $ &" "( &
+ :
Filter User Info from Events— $ + " $ &" :
Application Deployment Investigation Enabled— ( &

O O O o o

o O

, CSA

(( X $
+ ) "+ "(
&%+ & : +
(("( $ " Solaris (
Solaris.

(State Sets) & & # 4.5.)



+ , #
+ " , (
, # ) + + +
+
.4 :
) (
# L] # I L] ( * H
+ + ,
: + ((
+ .
's & " Configuration > User State
Sets
3 : Windows

$ SID, + #



Administrators — )
SID S-1-5-32-544
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Name and Description— %
Configuration—
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Name and Description— %

Network Admission Control— % &" Cisco Trust Agent Posture
. 0 & Don’t Care, Healthy, Checkup, Quarantine, Infected,
Unknown Other. Don’'t Care . 5
: Ctrl, " #
System Security— , + !
o+ -+ " Medium.
System Location— " o
IP " :
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High priority terminate process
High priority deny

Allow

Query user (terminate)

Query user (deny)

Query user (allow)

Terminate process

Deny

. Default action allow

10. Add process to application class
11.Remove process from application class
12.Monitor
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( UNIX.



Syslog Control
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E-Mail Protection

Apache Web Server

Cisco VPN Client
CiscoWorks Base Security
CiscoWorks CSA MC SQL Server
SendMail

Samba

Data Theft Prevention
DHCP Server

DNS Server

Microsoft Office

5 + " Configuration > Rule Modules [UNIX] Rule
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Dynamic file sets
Query settings

COM component sets
Registry sets

$

CSA

% :

telnet ,

Configuration > Variables.



5

Solaris

Linux.

# & .4 #
.0 45" & Windows,

# Windows
Intel Pentium 200 MHz or higher.

Note: Uni/dual/quad processors are all supported.
Windows 2003.

Windows XP (Professional English 128 bit) with SeevPack 0, 1, or 2.

Windows 2000 (Professional, Server, or Advanced&gmwith Service Pack 0, 1, 2, or
3 or higher.

Windows NT (Workstation, Server, or Enterprise ®erwith Service Pack 5 or higher.

Note: Citrix MetaFrame and Citrix XP are supporfédrminal Services are supported
on XP and Windows 2000. Terminal Services is nppsuted on Windows NT.

128 MB minimum.
15 MB or higher.

Ethernet or dialup.

Note: Maximum of 64 IP addresses supported onglessystem.

# Solaris
UltraSPARC 400 MHz or higher.

Note: Uni/dual/quad processors are all supported.
Solaris 8, 64-bit 7/01 edition or higher.

Note: Solaris minimum core installation is not stiént. You must also install the
SUNWIIbCx library.

256 MB minimum.
15 MB or higher.

Ethernet.

Note: Maximum of 64 IP addresses supported on@essystem.



&

* &

3

FQDN
FQDN

3 MC
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TCP.
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# Linux

500 MHz or higher x86 processor.

Note: Uni/dual/quad processors are all supported.
RedHat Enterprise Linux 3.0 ES, AS, or WS.

256 MB minimum.

15 MB or higher.

Ethernet.

Note: Maximum of 64 IP addresses supported onglessystem.
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Port scan detection
SYN flood protection
Malformed packet protection
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tar xvf CSA-Server_4.5.0.15-setup.tar
pkgadd -a CSCOcsa/reloc/cfg/admin —d
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tar xvf CSAagent-4.5-51.i386.tar
Jinstall_rpm.
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