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BeedeHue e Cisco Security Agent

Cisco Security Agent (mamee CSA) 3T0 cucTemMa NpeaoTBpaIeHUsT aTaKk Ha YPOBHE XOCTa. JTa TEXHOJIOTHS
BEJIET CBOIO MCTOPHUIO OT CHUCTEM OOHApY:KeHHsl aTaK, KOTOpbIC JHIIb MAaCCHBHO OOHAPYXHBAJIW aTakd H
curHanusupoBaiu 00 3ToM. OCHOBHBIM HEJOCTaTKOM JTHX CHUCTEM OBUIO TO, YTO OHH HCHOJIb30BAIH
CUTHATYpBI aTakK, KOTOPbIE HY>KHO OBUIO MIOCTOSHHO OOHOBJIATH C TOSBJICHUEM HOBBIX BHIOB aTak. To ecTh Kak
TOJIBKO MBI MIPEeKpalald OOHOBISATh CUTHATYPHI, TO cpa3zy OOHApYKMBAJIOCh MHOXKECTBO aTak, KOTOpbIE 3TH
CHCTEMBI He OBLIH CITIOCOOHBI 0OHAPYKUBATh.

CucreMbl mpenoTBpamleHusi aTak padOTalOT COBEpIIEHHO MO JApyroMy. OHHM aKTHBHO OTCJIEKHUBAIOT
NOBE/ICHNE NPWJIOKEHUH, KOJ HCIIOJHAEMbIM Ha MallWHE, JOKAJIbHBIE CETEBbIE COCAMHEHMSI HA MalIMHE U
BBISIBJISIIOT aHOMAJIMU B UX paboTe, 4TOObI ONpeAeNuTh CASAYIOT JIU pa3peliaTh 3Ty aKTUBHOCTb. OueBUIHBIM
IPEUMYIIECTBOM aHOMAJIbHBIX CHCTEM MPEAOTBPALICHUS aTaK SBISAETCSA TO, YTO UM HE TPEOYIOTCSI CUTHATYPBI
aTax.

Bo3moxHocmu CSA

[Tocne nHCTaIsIUMKU HAa KOHEUHYIO0 cucteMy CSA HauMHaeT CIeAUTh 3a pecypcaMu CUCTEMbI U COCTABIISAThH
TaOIUIBI ¢ HHPOpPMAIHEH 000 BCEM TOM, YTO MPOUCXOAUT B CHCTEME, C IIENIbI0 MPOCIEIUTh 3a TEM, YTOOBI
3a/laHHbIC 3apaHee MPaBWIIA MOBEAEHUS 3TOM CUCTEMBI HE HApYIIAINCh. ATEHT CIEINT 332 UCIOJIb30BAaHUEM U
JOCTYNOM K (paiiilaM ¥ MPUIOKESHHUSIM, CETEBBIMU TPaH3aKIUSIMHU, TOCTYIIOM K PEecTpy, HCIOIb30BAHUEM
anapa, nocrynom kK COM o0bekTaM U APYruM KOMIIOHEHTaM CHUCTEMBbI, YTOOBI FapaHTUPOBATH YETKYIO paboTy
CHCTEMBI COIIACHO 3a/IaHHBIM TPaBUJIAM.
brnaronmapsi TakuM riyO0OKMM 3HAHHSM O BCEM TOM, YTO MPOUCXOJUT B CHCTEME B peaqbHOM Bpemenn CSA
MOKET KOHTPOJIUPOBaTh TO, HYXHO JIM paspemarb 3aTpeOOBaHHBIC [EHCTBUS WM 3amlpenarb. ITo
MPOUCXOJUT, KOTJa HEKOTOphble NEHCTBUS TMPOU3BOASTCA TOJIb30BaTENIEM, JUOO 3JI0HAMEPEHHBI KOoA
nbeITaeTcs BBIMOMHUTECA caM. Korma CSA oOHapyXWBaeT, YTO 3alpoc HE MOXKET OBITh pa3pelieH B
COOTBETCTBUHU C JIOKAJbHOM MOJIUTHKOW O€30MacHOCTH, TO areHT OJOKHpPYeT 3TO ACHCTBHE M IOCBHUIACT
co0OIIeHNEe O HEBEPHOM TIOBEJICHUN CHCTEMBI.
Pacnonarasicb ri1y0OKO B CHUCTEME M HEMOCPEICTBEHHO KOHTPOJHUPYS €€ U J000e ee TOBEJIEHUE, areHT
BBITIOJIHSIET MHOXECTBO pOJIEM MpenoTBpalias Kak W3BECTHbIE, TaK W HEU3BECTHBIC aTaKW, BKIIOYAst
cienyromue GyHKIUH:

e ['nobGanbHas aBTOMAaTUYECKasi KOPPENSIHS COOBITHI U pearnpoBaHue.
Pacnpenenennoe ynpasieHue 3KpaHUPOBAHUEM XOCTOB.
KoHTposb npunoxeHui.
3ammra GailyioB U JUPEKTOPHIA.
KoHnTposas nocryna k ceTu.
HccnenoBanue pacnpocTpaHeHUs IPUIOKEHUN U UX ITOBEICHUS.

Cmpykmypa CSA

CSA cocTout U3 AByX OCHOBHBIX YacTei
e [lentp ynpasnenusi (Management Center)
® Arentsl (Agents)

LlenTp ynpaBneHunsa (Management Center)

Management Center (nanee MC) BbIOJHSAET TakUe€ BaXKHbIE 3aJaud KaK HACTPOMKa areHTOB, HACTpOWKa
MIOJINTHK W TIPaBWJI, IIEHTPAIU30BaHHBIA cOop oTueToB. Jliisa ee padotel TpeOyercs Windows 2000 Server. B
KauecTBe 0a3bl JaHHBIX Hcmonb3yercs Microsoft Database Engine (MSDE) mu6o Microsoft SQL 2000 ecnu
IUTaHUpYyeTCcs ucnonb3oBaTh Oosiee 500 areHToB. Bee QpyHKIMU MO yIpaBICHUIO areHTaMU OCYLIECTBISIOTCS
yepe3 KoHcoub ynpasiaeHuss. KoHconb ynpasneHus sBisercss udactelo Cisco Works VPN Management



Solution (VMS) u BBIIISIIUT Takke Kak W Apyrue yruiuthbl ynpasieHus ot ¢pupmsl Cisco. Kondurypanus
BeImotHsIeTcs uepes WEB Opayzep no 3amumennomy npotokoiry Secure Sockets Layer (SSL).

2 Management Center for Cisco Security Agents V4.5 - Microsoft Internet Explorer

Fle Edt ‘ew Favortes Tools Help _,?'r
ek - ) \ﬂ @ ih }_jSeu:h \;;:'?Favurlas @ vedia €9 .“——3—5;, A ,_. i %; 3B

Address @h::ps:ﬁm.lu.IOﬂ.lEl.f:sarnchJ‘webadmln V| Go Links

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About
Events

- Menu Options

o Status Summary

Use this option to view overall system status information including & surmmary of recorded events, agent configuration and activity.

+ Event Log
Use this option to view event log records based on filtering criteria such as time and severity,
= Event Monitor
Use this option to see a continuously refreshed view of the most recently logged event records,
« FEvent Log Management
Use this option to schedule tasks for managing the size of the event database by purging event records.

« Fvent Sets
Use this option to create and manage event filtering criteria that can be used to select event records for viewing, reporting or alerting purposes.

o Alerts

Use this option to configure Management Center for Cisco Security Agents to issue alerts for various events through various notification mechanisms such as
E-mail or SNMP.

@ 5 = changes pending Logged In asi admin

£] Management Center for Cisco Security Agents /4.5 8 @ Internet
Tak>ke BaKHBIMU COCTaBHBIMU KOMITOHeHTaMu Management Center sSIBJISIFOTCSI TPOCMOTP COOBITHI U CO3/IaHHE
OTYETOB.

AreHTbI

AreHT 3TO mporpaMma, KOTopasi MHCTAJUIMPYETCs Ha KOHEUHylo cucteMmy. Bepcus 4.5 noxnepxuBaer
CJIeIyIOIINE OTIepAlMOHHBIE CUCTEMBI:
® Microsoft Windows NT
Microsoft Windows 2000
Microsoft Windows 2003
Microsoft Windows XP
Solaris 8
Linux RedHat Enterprise v3.0

ATEHT KOHTPOJMPYET JIOKAJIbHYIO IIOJIUTUKY O€30MacHOCTH M 3alUIIACT JIOKAIbHBIE pPECypCchl OT
KoMIrpomeranuu. Kak Tonpko areHT oOHapyKMBaeT HapyIICHNUE, OH Cpa3y e MOChUIaeT COOOIIeHEe KOHCOIN
yIpaBJICHUS ISl LEHTPATM30BaHHOTO IPOCMOTPA COOBITHIA U CO3JaHUs OTYETOB. B onpeeneHHble HHTEPBaIbI
BPEMEHH arcHT 3alpaliiBaeT HEeHTP YIpaBIeHUS 00 N3MEHCHHAX MOJIUTUKH Oe30macHoCTH. BOT Tak BRIrIAAUT
uHTepdeiic arenTa:



Cisco Security Agent @

| B Status

Messages Host name Xppro.csa,com
User Query Responses
Contact Information Management center CSAMCH5,csa.com
(= System Securit
i | 4 Reqgistration date 10/16/2004 10:34:55 PM

Untrusted Applications

=) Local Firewall Settings Last poll time 10/17/2004 2:31:43 PM
File Protection

Last download time 10/17/2004 2:31:42 PM
Software update Mo update pending
Network Admission Control posture results Unknown
Poll for new configuration [ Poll ]

[ Ok ] [ Cancel ]

Security: Low

B3aumodelicmeue komrnoHeHmoe CSA

CSA ycranaBnuBaeTcs Ha pabouyWe CTaHIIMM U CepBepa HEMOCPEICTBEHHO uMmeromuecs B cetn, a MC
YCTaHABIIMBAETCS B 3aIUIIEHHOM CETMEHTE CETH M3 KOTOPOIrO Bbl OCYIIECTBISIETE YIpPaBJIEHUE CEThI0. BbI
JOJDKHBI  TIOHMMAaTh, Kakue B3aumojencTBus mnpoucxoasdt wmexay MC u  arentamu. Bceero naBa
WH()OPMAITMOHHBIX TTOTOKA MOXKET OBITh CBsI3aHO ¢ paboToit MC 1 areHToB:

- VYmpapasiollee COeIMHEHUE OT KOMITbIOTEpa aJIMUHUCTPATOPA 10 LIEHTPa yIpaBieHUs

- HuadopmanmoHHoe coeAMHEHNE MEX/1y LICHTPOM YIPABICHUS U ar€HTaMH.

VYnpapisiomue CoOeIUHEHNE UJET C KOMIbIOTEpAa aAMUHHUCTPATOpa BHYTPHU 3alMIIEHHOTO TyHHEs SSL Ha
TCP noptet 1741 u 1742 uentpa ympasineHus. OOBIYHO HCIONB3YETCS JIOKAIBHO CTEeHEPHUPOBAHHBIM Ha
CiscoWorks ceptudukar, HO BBl MOKET€ UMIIOPTUPOBATh cepTUdHUKAT U3 uMeromieics Tekymiel Public Key
Infrastructure (PKI).

Nudopmanmonnoe coenuHenne Mexxay MC u areHToM mpoucxoauT Toxe 1mo SSL Ha cranmapTHbIN mopT 443
mi6o TCP/5401. bonpmme tpanzakiuu ocymectBisitorcss no npotokony HTTP (TCP/80). Otu Gonbiine
00BEMBI JAaHHBIX HU YTO UHOE, KaK MHCTAUIALIMOHHBIE MOy areéHTOB U OOHOBJICHUS TTOJTUTHUK.

CSA conepxuT 60BIII0€ YUCIO KOMIIOHEHT, KOTOPHIE BBI IOJDKHBI 3HATh, 4TOOBI 3 (heKTUBHO TOJIb30BATHCS
MPOIYKTOM.

Ipynnbi u xocmbi

XOCT — KOMIBIOTEpP KOTOPBIN BBl 3alllMIIACTE YCTAHABIMBAs Ha HEro areHra. XocT JOJDKEH COCTOSATh Kak
MHUHMMYM B OZHOH rpynne. Eciau XOCT NpuHaAIeKUT K HECKOJIIBKUM IpyIIaM, TO Bbl JOJKHBI TIOHUMATh KaK
BMECTE COCTBIKOBBIBAIOTCS ITPaBWJIa U3 Pa3HbIX I'PYII, YUUTHIBAS UX IPUOPUTET.

['pynmsl — torndyeckoe 00beIMHEHNE XOCTOB 0a3UpyIoIeecs] Ha UX HEKOTOPBIX OJUHAKOBBIX CBOMcTBaxX. ECTh
oOsi3arenbHble rpynmbl: Windows, Solaris, Linux. CymiecTByroT HekoTopble mpenornpeneneHHsie B CSA
IpYMIIbI, HAPUMEP HEKOTOPBIE BUIHBI HA CKPUHILIOTE:
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Address I@ https:ffcsamc45.csa, comfcsamcdS fwebadmin EI ’Go | Links *
Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Clogs'| Help: About
Events Systems Configuration Analysis Maintenance Reports Search Help
I" Servers - Apache Weh Servers 4.5 Apache weh server systems Solaris -
T Servers - Externally deployed 4.5 Default group for servers deployed on public networks Solaris
T Servers - iPlanet Weh Servers 4.5 iPlanet web server systems Solaris
T Systems - IDS Mode 4.5 Servers running in intrusion detection mode with no preventive capabilities  Solaris
[T systems - Mission Critical 4.5 Systems that need to be monitored at a higher priority Solaris
™ Systems - Restricted Networking Systems which are under network lockdown Solaris
T systems -Test Mode 4.5 Systems operating in test mode Solaris
N <ol Windows> Auto-enrollment group for Windows hosts Windows 2 hosts
" Desktops - All types 45 Default group for systems that install the Desktop agent kit Windows
I Desktops - Remote 4.5 Systems that may operate from a remote natwork Windows
T Servers - All types 4.5 Default group for systems that install the Server agent kit Windows
T servers - Apache Weh Servers 4.5 Systems running the Apache web server Windows
[T Servers - DHCP and DNS Servers 4.5 Systems running DHCP and DNS servers Windows
T servers - Externally deploved 4.5 Default group for servers deployed on public netwaorks wWindows
T gerv - = I 4.5 Systems running Microsoft 11S web server Windows
T servers - SQL Server 2000 4.5 Systems running Microsoft SQL Server 2000 database server Windows
T Systems - [DS Mode 4.5 Systems running in intrusion detection mode with no preventive capabilities  Windows
T Systems - Mission Critical 4.5 Systems that need to be monitored at a higher priority Windows
H| - Restri king 4.5 Systems which are under network lockdown Windows
[T Systems - Test Mode 45 Systems operating in test mode Windows
T TestGroupl Windows 1 host
T \WMS CiscoWaorks Systems 4.5 Systems running the CiscoWarks WYMS product bundle Windows 1 host | —

2
Now|  potcte| _cione | compare| (BTN concrate nies ) Loagaliinass siods

] Management Center for Cisco Security Agents V4.5 [ [ [ temet
W HakoHer[ BBl MOXKETE CO3aBaTh CBOM COOCTBEHHBIC TPYMIBL. THIHYHBIME MPUMEPAMU TPYIITUPOBKHA XOCTOB

SBJISIIOTCS: HAJIMYME OJMHAKOBBIX (DYHKIMH WIIM TMPHIOKECHUH, OTHOIICHNE K OJHOMY OT/AEIY OpraHH3aIliH,
¢dusnueckoe niu reorpapUUECcKoe pacnoaoKeHne, KpUTHUHOCTb pecypea Aist Ou3Heca.

I'pynmamu ynoOHO MOJIB30BaThCS Ul COCTABICHUS OTYETOB, BBIACISSI XOCTHI M3 OOIIEH Macchl M0 KaKkoMy-
1100 KPUTEPHIO.

MpocmoTp rpynn

B mento Systems > Group Bbl yBUIUTE YK€ UMEIOLIMECS TPYIIBL. BBl MOXeTe yIaiaTh U CO3/1aBaTh TPYIIIIHI.
Coznanue ocymectBisgerca kHonkamMu New u Clone. HoBas rpymma co3maBaemas uepe3 Clone Oyner
HACJIEJIOBATh BCE HACTPOWKU KOHPUTYpAllMU OT KOTOPOW OHA KJIOHHUPOBaHA, YTO YJOOHO JJsi CO3IAHHS H
TECTHPOBAHUS TPYII, KOTOPHIE JINIIb CJIETKA OTJIMYAI0TCs OT 0a30BbIX. [lone3nass pyHKIUS CpaBHEHUS TPYIT
BBIIOJIHSECTCSI KHOIKOU Compare. Brl Moxere CpaBHUTL [ABC TPYIIIbI IO HMCHOJB3YCMbIM IIOJIUTUKAM,
WHTEpBAJIaM OMPOCOB, APXUTEKTYpPaM U ONMCAHHSIM U JIp.
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Cisco SysTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
F - -
Configuration » Groups » Compare Desktops - All types [W, V4.5] and Servers - All types [W, V4.5] =
Name Desktops - All types Servers - All types
Version 4.5 4.5
Description Default group far systams that install the Desktop Default group for systems that install the Server
agent kit agent kit
Detailed description This is a generic group intended for all typical desktop This is a generic group intended for all typical
deployments, Membership here allows for the server deployments, Membership here allows for
application of security policies to all desktops. the application of security policies to all servers.
Architecture Windows Windows
Auto-enrollment group No No
Test mode No No
Polling interval Oh 10m Os Oh 10m Os
Send polling hint Yes Yes i
Test mode No No
Verbose logging mode No No
Filter user info from events No No
Log deny actions No No
Application Deployment No No
Investigation enabled
Policies 6 items 2 items
i: Use the checkboxes to attach policies to a new group or to existing groups.l
Policy name [ |Default Securty - Windows '™ |Default Security - Windows
Version 11 (4.5 i1 (4.5
Description Commonly applicable security policy for Windows Commonly applicable security policy for Windows
Target architectures Windows Windows -_YJ
Aitach | _petach | ( TNOTEOITORTEIT  cencraeics ) e e By
] [ [ [& [ totemet

HyxHO mOMHUTB, 4TO TOCIIE TOTO KaK Bbl 3aKOHYMJIM M3MEHTh KOH(purypamuu B MC, TO 711 TOrO 4TOOBI
W3MEHEHHUs JOUUIM 10 areHTOB Ha KOHEYHBIX XOCTaX HYXHO HaxaTh CcChUIKy Generate Rules BHm3y
CTpaHHUIIBI:

-

e T
Save . QElﬁEI . 1 rule change panding Laggad in'ast admin
] Management Center for Cisco Security Agents V4,5 [ 1[5 [@ mtemet |

Korna BbI coznaere HOBYIO TPYIIY, TO Y Bac €CTh LI HAOOP OIIIHIA:
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Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help
» Modify host membership
+ Modify policy associations
¢ View related events

Mame

[TestGroupt

—Description

|Th|5 Is our first test group

=] Detailed
Very long detailed deacription here d

Target architecture
Windows

Polling interval (hh:mm:ss)
[00:10:00 I™ Send polling hint
Rule overrides
" Test mode
" verbose logging mode
" Log deny actions
I Filter user info from events

| Application Deployment Investigation enabled: No |

Combined Policy Rules =

Savo | polot C e (oggaliinan sick

/&) Management Center for Cisca Security Agents V4.5 [ [ [5 [% tntemet

[To yMon4yaHuio MHTEpBa ompoca IeHTpa ynpaiieHus: areHToM cTouT 10 munyt. Kaxnaeie 10 MuHyT areHt
coeaunsercss ¢ MC 4ToObl y3HaTh ObUTH JIM U3MEHEHHs KOHPUTypauu. Bel MoxkeTe mocTaBuTh rajgouky Send
Polling Hint, uto6s1 3actaButs MC nocesuiate noanucanabie UDP makeTsl Ha mMocieIHU U3BECTHBIN ajapec
areHra, cojaepXkamuidi WHPOPMAIMI0O O TOM, YTO KOH(HUTyparuss H3MEHWIACh. JTy OINIHI €CTh CMBICI
MCIIOJIb30BATh €CJIM BbI BHIOKMpaeTe JOCTaTOUHO OOJNBIION HHTEPBAI OIPOCa, HO XOTUTE YCKOPUTH OOHOBJIICHHE
KOH(HUTyparui.

PaccmoTpum ocranbHbIE ONIINU:

e Test Mode — o3Ha4yaeT 4YTO areHThl BHYTPU 3TOH Ipymmbl Todbko coolmmaoT MC o ToM Kakue Obl
NEUCTBUS OHM TPEINPHHSIIA COTJIACHO TEKYIIed MoNMTHKe Oe30MacHOCTH, HO CaMHu JCHCTBHUS B
TECTOBOM pPEKMME HE BBIMOJHAIOTCS. JTa OMNLKUS MOJe3Ha Ha pealbHO padoTalolUX CHUCTEMax MpH
HAYaJTbHOW WHCTAUISIUKM areHta. AJIMUHUCTPATOp HMMEET BO3MOXKHOCTh OTCIEAWTH KOHQIHKTHI
KOTOpBIE MOTY BOSHUKHYTb [10CJI€ TPUMEHEHHUS MOJUTUKU U TOJIPAaBUTh KOH(UTYpALIHIO.

e Verbose Logging Mode — 3acraBiser areHTa cooOIaTh O KaXKJIOM COOBITHH, TOTJa KaK O€3 ATOM
OIIIMU OJIMHAKOBBIE COOBITUSI OYAYT TPYIIIUPOBATHCS U MOCHUIATHCS TOJIBKO OJTHO COOOLICHHE.

e Log Deny Actions — 3acTaBisieT JOrHpOBaTh BCE 3alpeIlalonife COOBITUS, HECMOTPS Ha TO YTO B
CaMOM IIPaBHJIC MOKET HE CTOSITh OIS JOTHPOBAHUS 3TOTO COOBITHS.

¢ Filter User Info from Events — npenoTBpamaeT mokas Ju4HbIX JaHHBIX B Jorax CSA. Dra onmuus
M0JIe3HA KOT'/Ia y Bac B MOJIMTUKE 3aJI0’KEHBI OTpaHUYEHHUS Ha cOOp JIMYHOM HHDOpMALIUH.

B nmomomHeHne K mapamerpaM TPYNIbl BBl MMEETe BO3MOXKHOCTH ITEPEHTH IO CCHUIKAM Ui IPOCMOTpa
pa3nuyHON HH(OPMAITIH:

e Modify Host Membership — CcbuatoTcst Ha CTpaHHIly KOTOpast TOKa3bIBAET KAKUE XOCTHI BXOJAT B
9Ty TPYIITY U MO3BOJISIET BaM 100aBIIATH HOBBIE XOCTEI.



* Modify Policy Associations — npruBoAUT Bac Ha CTPAHHUILY TI€ BBl MOXKETE BHIOPATH MOJIUTUKY
CBSI3aHHYIO C 3TOU TPYIIION U TaKuM 00pa3oM pachpeaesieMylo 0 BCEM XOCTaM IPYIIIIBI.

e View Related Events — ccbuiaeTcst Ha CTpaHMIly i€ TOKa3aHbl OTGUIBTPOBAHHBIE COOBITHS
CBSI3aHHBIE TOJIKO C XOCTaMH{ M3 3TOH TPYIIIIHL.

OkoHYaTeIbHBIM IIArOM CO3JaHUs WM MoIu(UKaMK FPyNIbl BIseTcs HaxkaTue Ha Generate Rules BHU3Y
ctpanuupbl. [lociie Ha)kaTHs Ha 3Ty CCBUIKY Bbl YBUJIUTE CIIMCOK U3MEHEHUH KOTOPBIM HYKHO clienaTh U
kHONKY Generate Kak BUJHO Ha CKpUHIIOTE:

-‘3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer 1 =@ b
Fle Edt View Favortes Tools Help |
“Back v = - @ [ 4| Qoearch (EiFavortes Fveda B | B S

Address I@ https:ffcsamcd5.csa. comfcsamc4S fwebadmin EI ’Go | Links **
Close | Help | About

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Generate Rule Programs

Warning :
The following policies are not attached to any hosts or groups:

Network Quarantine
Samba Server - Linux
Vir r= Afi
Virus Scanner - Norton
Wirus Scanner - Trend

3 changes since the last rule program generation:

Action Time Administrator
Modify group 'TestGroupl [W]' [Details] 10/24/2004 5:00:34 PM admin
Delete group "Untitled_1 [W]" 10/24/2004 5:00:11 PM admin
Create group "Untitled_1" 10/24/2004 4:42:15 PM admin

Press the Generate button to create and distribute rule programs based on the current configuration.

Gonarato oo, D oapeiien Lo
€] Management Center for Cisco Security Agents V4.5 =i [E-_LQ Internet

Taxoke BBl BUIUTE YTO HEKOTOPHIC OMITMU UMEIOT CChUTKK Details, Ha KOTOpbIE BBl MOXKETE HAXKaTh YTOOBI
MOCMOTPETh KAKUE KOHKPETHBIC U3MEHEHHSI OYIyT CHCTaHBL.

[Tocne naxarust kHonku Generate Bce U3MEHEHUs OylyT IPUMEHEHBI M PEe3Y/IbTaT MOSBUTCS HA SKpaHe:




- Management Center for Cisco Security Agents V4.5 - Microsoft Internet Explorer
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Address | €] https:/10.10,100. 10/csamcds{webadmin v|BGo Loks

Cisco SYSTEMS Management Genter for Gisco Security Agents V4.5 Close | Help | About

M Events Systems Configuration Analysis Maintenance Reports Search Help

Generate Rule Programs

Operation completed.

<Central correlator> (no change) o]
null host (no change)

null host (no changes) =
null host (no change)

Kit: Test_Hocde Desktop V4.5.0,512 (no change)

Rit: Test Hode Server V4.5.0.512 (no change) ™

Rule program generation successful.

@ o e change: pending [IINNENNNNNENED Logged in asi admin

.Jél Management Center for Cisco Security Agents V4.5 @ a Internsk

MpocmoTp xocToB

[IpocMOTp Bcex 3aperucTpupoOBaHHBIX B XOCTOB OCYIIECTBIseTCs B MeHIO Systems > Hosts.

-‘3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer =|ij *
Fle Edt View Favortes Tools Help |—
Bk ~ = - @ ] 4| Qoearch GiFavortes Preda (B | B S
Address I@ https:ffcsamc45.csa. comfcsamc4S webadmin El 6o | Links **

Close | Help | About

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Systems » Hosts

Items:2 |All :
I~ Name Description Architecture |Last Poll =]
[ CSAMC45.csa.com WindowsNT 5,0.2195 Service Pack 4 [S] (English) [#86 fam 15 model 3 step 8] 383MB Windows 2004-10-24
(WakKServer at WaKServer) 17:52:22
[ #ppro.csa.com WindowsNT 5.1,2600 [W] (English) (86 fam 15 madel 3 step 8] 127MB (XPPro at XPPra) Windows 2004-10-17
15:44:18

Bbl MokeTe GUIBTPOBATh BHIBOJAUMBIN CIIICOK XOCTOB MO CIEAYIOIIUM KPUTEPHSIM:

Active — XOCTBI KOTOPBIE OBLITM AKTUBHBI BO BPEMSI ITOCJICTHETO OIpoca.

Protected — XOCTbI KOTOpBIE UMEIOT NOJUTUKHU CBSA3aHHBIE C IPYIIIAMHU B KOTOPBIX XOCTHI HAXOAATCS.
Latest Software — XocTbl KOTOpBIE HE HYX/Ial0TCSl B OOHOBJICHUSIX areHTa.

Test Mode — xocThl paboTaromye B TECTOBOM PEXUME.



e Last Poll — coptupoBath X0CThI 110 BpEMEHU MOCIEAHETO OMPOCa.

Nudopmarius 0 XOCTe COAEPKUT OCHOBHBIC TMapaMeTphl XOCTa: WMs, OMHUCAHWE, OINEpallMOHHAs CUCTEMA,
CEPBUC MaK, MPOIECCOpP, TaMSTh.

BbI MOXXeTe yAamuTh XOCT U3 CIIUCKA. TakuM 00pa3oM Bbl OCBOOOXKAAETE OHY JUIICH3HIO.

TecTOBbIN peXUM

TecToBBI pekuM pabOTHI areHTa Ha XOCTE€ HEOOXOIMM B Cllydae HayajlbHOM HMHCTAUISAIMW areHTa, MpHu
HACTPOWKE MOJUTHUKH WM Ui Pa3pelleHus] BOSHUKIINX KOH(IMKTOB U mpobsieM Ha xocte. PaboTtas B 3ToM

PEXUME areHT MepecTaeT BMEIIMBATHCS B PA0OTY CHCTEMBI a JIUIIIb OTCIICKUBACT €€ COCTOSIHUE U JIOTUPYET Te
NENCTBUS, KOTOPBIE ObI OH JIeTal, €Clii Obl padoTall B peXKUME 3aIIUTHI XOCTA.

PaboTta ¢ xoctamu

Hakrmast MBIIIKOM Ha XOCT, BBI IEPEXOUTE HAa CTPAHUILY KOTOpas JaeT MoApoOHYI0 HHPOPMAIUIO O XOCTE:

3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer - |E] x
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| status
[= Host Identification
Product information: Cisco Security Agent Version 4.5.0.242
Last known IP address: 10.10,100.99 [History 8]
Host ID: 127 =
UID: {ES15F4AT-F4d4B-4262-B031-6BD6SCREOBIBT}
Registration time: 10/16/2004 10:34:54 PM
Operating system: Windows ®P [WindowsNT 5.1.2600 Workstation;English]

Cisco Trust Agent installed: No

[ Host Status

Events issued in past 24 hours: 0

Software version: Agent is running the latest software
Policy version: Not up-to-date

Time since last poll: 7d 2h 24m 12s

Time since last Application Deployment data upload:
Detailed status and diagnostics

[ Host Settings

Polling interval: Oh 10m Os
Send polling hint: on
Test mode: Cn
¥Yerbose logging mode: Off
Log deny actions: Off
Filter user info from events: Off

Application Deployment Investigation enabled: No

Group Membership and Policy Inheritance

J Group Name \ersion Description Pol[de_s‘ =
pette Co . T st vins
[£] Management Center For Gisca Security Agents V4.5 [ [ [5 [ intermet

e Host Identification— 31eck Bl BUmuTE MOAPOOHBIC CBEICHUS:

o Product Information— Bepcust CSA.

o Last Known IP Address (and History) — mnocnennmii IP aapec ¢ koToporo areHr
3ampammBan uHpopmarnmio. Bee nsmenenus [P agpecos, Bkirouas BpeMs Hadanaa U OKOHYAHUS
ucnoib3oBanus [P BO3M0OXKHO pocMoTpeTh KIMKHYB Ha cchlUiky History.

o Host ID— wuneHTHdUKaTOp AacCOUMUPOBAHHBII C XOCTOM BO BpEMS PETUCTPALHH,
HEOOXOAUMBIN NIt uACHTU(GUKAIIMN X0cTa BHYTpH 0a3bl qaHHBIX CSA MC.



UID— unentudukarop CBI3aHHBIN C HCIIOIH3yeMbIM areéHTOM BO BPEMsI HHCTAJUISALINU.

Registration Time— HauanpHas garta perucrpamum.

Operating System— 3asiBeHHast BEpCHUs OTIEPAITIOHHON CHCTEMBI.

Cisco Trust Agent Installed— wundopmarus o Tom uncraumpoBan ym Cisco Trust u eciau

MHCTAJJIMPOBaH, TO €ro cocrosinue. Jra onuus yactb Cisco Self-Defending Network Initiative

nim 6oiiee Touno Network Admission Control (NAC).

e Host Status— From here, you obtain information regarding the current operational status of the agent,
such as the following:

o Events Issued in the Past 24 Hours— cchuika Beaylias Ha CTpaHMILy TJe IOKa3aHbl BCe

COOBITHSI CBSI3aHHBIE C 3TUM XOCTOM 3a MOCJIETHUE CYTKH.

Software Version— Tekymas Bepcus areHra.

Policy Version— texyias Bepcust MOJIUTHKH.

Time Since Last Poll — Bpewms nporiesiiee ¢ MOMEHTa MOCJIEIHETO 3allpoca OT areHTa.

Time Since Last Application Deployment Data Upload— ecnu 3anava 1o pa3BepThIBaHHIO

NPWIOKEHUH OblIa 3amylieHa i 3TOro areHTa, To WHGOpMalus ¢ MOMEHTa IOCIeTHEH

3arpy3ku OyJieT BbIBe/ICHA.

o Detailed Status and Diagnostics Link— 5Ta omnmus mo3BoiiseT BaM MONXYYHTh TEKYIIYIO
nH(popMaIMi0 0 KOHEYHOW cucteMe, BKIouas IP agpec, TEKylIyr WM CTapyro IMOJIUTHKY,
3aMpOCHB areHTa HEMEUICHHO MPEJOCTaBUTh ATy HHPOpPMAINIO. Bl TakiKe MOXKETE OUHCTUTH
KOUI Ha y/IaJ€HHOM XOCTE MPSAMO C 3TOT0 3KpaHa M cOPOCUTH areHTa Ha3aj Ha HAaCTPONKHU IO
YMOJTYaHUIO 0e3 (PU3MIecKoro JOCTyIa K yCTPOICTBY.

e Host Settings— naeT BO3MOKHOCTh MTOCMOTPETh Ha HEKOTOPBIE MapamMeTpbl KOH(GUTYpAllUU areHTa.
BonpmmHCTBO OMIIHMIT HACTPAUBAIOTCS B TPYMIAaX YWICHAMH KOTOPBIX SBIISETCS STOT XOCT, HO 37€Ch BBI
MOJKET XOpOIIO YBUIETh KaK XOCT CIpaBIISIETCAd C KOH(DIUKTOM IMOJUTHUK KOTOpbIE COJEp)Karcs B
pa3HbIX rpynnax. Botr 4To BBIBOOUTCS B 3TOM BETKE:

o Polling Interval— MuTepBan onpoca 1eHTpa yrnpaBJIeHUs] areHTOM.

Send Poll Hint— Bxurouensr 1u UDP cooOmieHus 11 3TOro XocTa.

Test Mode— noka3bpIBaeT HAXOUTCS JIM Aar€HT B TECTOBOM PEXKUME.

Verbose Logging Mode— yMeHbIIIaeT 1 XOCT KOJTHMYECTBO OJHMHAKOBBIX COOOIICHHIA.

Log Deny Actions— nocburaet i XocT HHGOPMAIHIO O BCEX OJOKHUPYIOIIMX ONEpaInsIX WIN

TOJIBKO O T€X UTO SIBHO 33J]aHbl B IPABHUJIaX HA JJOTUPOBAHUE.

Filter User Info from Events— ¢unbrpyer nu Xoct mudHyto HHGOPMAIIHIO B JOTax.

Application Deployment Investigation Enabled— mnoka3pBaer 3amyiieH U Mpolecc

MCCIIEIOBAHUS JEUCTBUIN MTPOTPAMM.

O O O O

O O O O

O O O O

o

Monumuku, modynu u npaesuna CSA

[MonuTrku, MOIYH M TpaBUIA 3TO MEXAaHU3MBI KOTOPBIEC CIYXKAT IS BHITIOJHEHUS MOJTUTUKH 0€30MacHOCTH
3anmrcaHHOM Ha Oymare. Ha camMoM HMXHEM YpOBHE 3THUX TPEX KOMITOHEHTOB JiexaT npaBuiia. OIHO MPaBHIIO
— O3TO KOMIIOHEHT KOTOPBIM OTBEYAeT 3a KOHKPETHOE AEHUCTBUE B cucrteme. [locine TOro kKak co3gaHo
HECKOJIbKO TaKUX MPaBWJI X KOMOWHUPYIOT B MOy M. MOysIu TIpaBuiI — HAOOp MpaBwil, COOpAHHBIX BMECTE,
YTOOBI CITYXKHUThH CIICIUATHHON [ETH. DTH MOJIYJU TIPABUII 3aTEM TPYIIUPYIOTCS B MOJIUTHKY.

Hampumep BbI MOXET€ MOCTPOHUTH IMOJIMTHKY KOTOpas OyIeT 3alluiiaTh TUPEKTOPUI0 W (ailibl B HEW OT
U3MCHCHUA U YHUYTOKCHMUA. DTa MOJUTHKA BO3MOXKHO 6y,Z[GT BKJIFOYaTh TPHU MOAYJIS BBIIOJHAKOIINUX 3TY
(GYHKINIO HO crienU(pUYECKUX I TPEX pa3HBIX ONEPAIMOHHBIX CHCTEM. TO €CcTh BBl B YaCTHOCTH Oyrere
UMeTh Habop MpaBWJ 3amMIIaromuX (aiaoByro cucreMy Solaris crpynnupoBaHHBIA B MOJIYJb 3alUTHI
daiinoBoii cuctemsl Solaris.

MHo)>Xecmea cocmosiHUl

MuoxecTBa coctossHuil (State Sets) 3TO HOBas KOHIENIUs NoOsiBUBIIAscs B Bepcuu 4.5. Dra HOBas
BO3MOKHOCTh TIO3BOJISIET BaM 3aJaTh IpaBWja KOTOpPhIE MOTY OBITh YCTAHOBJIEHBI HAa areHTaX BO BpeMs
HOPMAJIBHOTO Tpoliecca OOHOBJICHHS Ha HUX KOH(QUTYpaWH. DTH MPaBUiIa OCTAIOTCS HEAKTUBHBIMU JO TEX



IOop IMOKa HC BBIMMOJIHUTCSA 3aJI0KCHHBIM B HUX KpI/ITepI/II\/'I CpaGaTBIBaHI/IH. Ecth nBa TuIIa TaKUX MHO>ECTB:
COCTOSIHHC II0JIb30BATCIIA U COCTOAHHUEC CHUCTCMBI. Ka}KI[BII\/’I THII COCTOSIHHM IT03BOJISIET BaM 3a4aTh IIOJIMTHKU,
KOTOPBIC HAYUHAKOT paGOTaTB, KaK TOJIbKO IOJIb30BATCJ/Ib BOUICII B JIOKAJIBHYIO CUCTCMY HJIM B 3aBUCUMOCTH
OT pacCIIOJIOKECHUS KOMIIBKOTEPA B I[aHHBII\/II MOMCHT BPECMCHHU.

Monb3oBaTenbCKMe MHOXeCcTBa COCTOSAHUM

ITonp30BaTEIbCKHUE MHOKECTBA COCTOSHHUN OOECIIEUMBAIOT MEXAaHU3M HAJ0KECHUS IOJHMTHK, 3aBUCAIIUHA OT
TOTO, KakKOW TIOJIb30BaTEIh BOIIEI B CHCTEMY. OTO 3aMedaTelIbHbId CIoco0 O0ecrneYuTh OOBIYHBIM
MOJIb30BATENSIM OTPAaHUUYCHHBI HAOOp CPEICTB YIPABIEHUS CHCTEMOW W CETEBOH IOCTYN U IO3BOJHTH
aIMUHUCTpPATOpaM MCIOJIb30BaTh BCE CPEACTBA YIPABICHHS M CETEBOro nocrymna. Hampumep, eciu Bbl
MO>KETE HACTPOUTH MOJUTHKY, KOTOpasi OBl 3alpernania MmoJib30BaTelsiM OCTAaHABIUBATh areHTa Ha JIOKAJIbHOM
MalllMHE, HO pa3pemiaiga 3To JenaTh MOJIb30BAaTENsIM, BXOMSIIMM B TPYHIYy aAMUHUCTPATOpoB. OmHako,
HECMOTpPsSI HA TO YTO 3TOT METOJ| BUJUTCA KaK OYEHb IOJIE3HBIM, HYKHO HCIOJIb30BaTh €ro TOJBKO IO
HEOOXOIMMOCTH, TIOCKOJIEKY OH YBEIIMUMBAET pa3Mep MOJHUTHKH MepejaBaeMOi K U OT 3al[UIIAeMOi CUCTEME
U YBETTUYHMBACT BpeMsi HEOOXOUMOE ISl IPOBEPKU YCIOBHH.

Konduryparus nonp30BaTeIbCKUX MHOXKECTB COCTOSIHUN Tpon3BoauTcs B MeHio Configuration > User State
Sets
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Configuration » Rule Modules » User State Sets =
Ttemns: 21
I~ Name \ersion Description
[T Administratars 4.5 MS defined - Administrators have full control over the system.
M Anonymous Logon (null 4.5 MS defined - A user who has connected to the computer without supplying a user name and password
s@ssion)
T aAuthenticated Users 4.5 M5 defined - all users (except guest) and computers whose identities have been authenticated.
T Backun Operators 4.5 MS defined - Backup Operators can back up and restore all files on a computer, regardless of
permissions.
[T Batch 4.5 E_d% defined - All users who have logged on by means of a batch gueue facility such as task scheduler
Jjobs.
I Dialup 4.5 MS defined - all users who are logged on via a dial-up connection.
[T Evervone 4.5 MS defined - Authenticated Users and Guest.(pre-<P also includes Anonymaous users)
I Guests 4.5 MS defined - Guests is a restricted user account
[T Interactive 4.5 MS defined - All users who log on interactively.
[T Local 4.5 MS defined - All users who are logged on locally
T Network 4.5 MS defined - all users who are logged on via a network connection.
T Non-Administrators 4.5 Does not belong to MS defined Administratars group
I non-root 4.5 UNIX non-root user accounts
T Power Users 4.5 MS defined - Power Users can create/modify accounts, mange local printers and file shares, shut down,
start services
[T Remote Interactive Logon 4.5 MS defined - all users who log on to the computer using a Remote Desktop connection.
[T Restricted 4.5 MS defined - An identity used by a process that is executed in a restricted security context,
T root 4.5 UNI¥ root user account
T service 4.5 MS defined - All security principals that have logged on as a service L.
[T system (or LocalSystem 4.5 MS defined - An identity that is used locally by the operating system and by services configured to log on
account) as LocalSystem.
[T Terminal Server User 4.5 MS defined - All users who log on to a Terminal Services server =
HB_WI Delete [ M Compare J ‘ No rule changes pending ra I Uoagedin as  admin

Ecnu BB ompenensieTe HOBbIE MHOXXECTBA COCTOSIHMH, TO BBl MOJXKETE HCIOIb30BaTh Mt Windows
unaeHTudukaTopsl monb3oBareneid SID, 4ToOBl HE 3aBHUCETh OT TOTO KaK WM IIOJIb30BATENsl THIIETCS B
3aBUCUMOCTH OT HUCIIOIB3YEMOTO B CHCTEME SI3BIKA.

PaccMoTpuM HECKOJIBKO MPENONPEAEIIEHHBIX MHOKECTB COCTOSIHUI:



e Administrators— 3T0 MHOXECTBO TIOKa3bIBAaCT I0OJb30BATENIC B TPYIIE aJIMUHUCTPATOPOB
3amanHou SID S-1-5-32-544 a He mMmeHeM rpyniibl (4TO OyAET BEpHO BHE 3aBUCHMOCTH OT SI3bIKa B
CHCTEME).

e Anonymous Login (Null Session) — ConepxuT HysneBble CECCHH UCTIONb3Yys cooTBeTcTBYIomMM SID.

o Dialup— cozmepxuT Bcex mosib30BaTeNeil MoyduBIINX TOCTYI B cucteMy o Dialup

¢ Root— Coaepxut cnucok nosipzoBaresneit root uz UNIX.

e Service — CoaepXKUT KOMIIOHEHTBI KOTOPBIE 3apEerUCTPUPOBATHCH B cHcTeMe Kak cepBHc 1o SID.

Uto0bl 3a1aTh HOBOE MHOXeCTBO HaxkMuTe New. OTKpoeTcsi OKHO KOH(UTYpaluu, B KOTOPOM HYKHO
MPOJieNIaTh HECKOJIBKO MPOCTHIX I11aroB.

e Name and Description — VMs 1 onucanue 1o kelaHuIo.
e Configuration— HecKoOJIbKO MapaMETPOB YTOOBI 3TO MHOKECTBO OTIIMYAIIOCH OT JAPYTUX:
o Users Matching— BBenuTe MMs MOJIB30BATENS, IO YMOJIYAHHUIO BBEACHBI BCE MOJI30BATEIH.
Bb1 MoxeTe mcnonb3oBarh moje but not, 4ToObI HCKIIOYUTH HEKOTOPHIX IMOJI30BaTEIeH U3
MHOX€ECTBa 10 UMEHHU.
o Groups Matching — BBenuTe MMs WIM HECKOJIbKO MMEH TPYII COOTBETCTBYIOUIMX 3TOMY
MHOXecTBY. Bbl MoxkeTe ncnonb3oBaTh 1osie but not, 4To0bl HCKIIOUYNTH HEKOTOPBIE TPYIIIHI.
e References Link — Ecnu kakue-To mpaBuja HCIOIB3YIOT 3TO MHOXECTBO, TO BBl MOXKETE Cpasy
NEepeiTH K HUM HaXaB Ha 3Ty CCBUIKY.
e Save and Delete — 3anumure win yganuTe n3MEHEHHS.

Kak npumep nmocMoTpuTe Ha pUCYHOK:
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Configuration » Rule Modules » User State Sets » Contractor Group OTHER LISER STATE SETSH

Saved changes.

» Yiew change history

Name
|C ontractar Group

Description
IThIS Is @ User State Set for all conotractors with login accounts

Configuration

Users matching: [za11s =] butnot! lcnone> =]
7) |4l i (7] 14 =

Groups matching: [conTRACTOR =] butnot: lenone> =]
7) 14 _flJ 7] 4] _"I—I

ﬁﬂl Delete ‘ 2 rule changes panding Logged In ast admin




3aMmeTbTe uTo 3Be3/104Ka (*) pa3pemena B nojue User, HO He B nosie Group
MHoxecTBa COCTOAHUN CUCTEMDI

MHokecTBa COCTOSIHUM CUCTEMBI — 3TO MCXaHH3M, HaKJ'IaI[BIBaIOH_II/Iﬁ PAa3JIMYHBIC YPOBHU ITOJIUTHUKU B MOAYJIC
mpaBuJI B COOTBCTCTBHUU C TCKYIIUM COCTOSIHUCM CUCTCMBIL. HapaMeTpaMH COCTOsAHUA ABJIAKOTCA:

e Cocrosuue Network Admission Control (NAC)
e VYpoBeHb 0€30MaCHOCTH CUCTEMBbI

e [P agpec unu noacersb

e DNS cydduxc

e 3arpyKaercs JU B HACTOSIINI MOMEHT CUCTEMA
e Uner nu uncTamsanus copra

e Jloctynen iu CSA MC cepsep

e Haiinen nu pyTKUT B cucteMe

e Halinen iim BUpYC B cucTteMe

Bbl MOXeT ycTaHOBUTH 3TH MpeorpeieieHHbIe (aKTOPHI IO OJHOMY WM HECKONBKO cpazy. OOBIYHO CTaBST
KaK MUHHMYM 2 mapameTpa, 4ToObl OrpaHUYHMTh BO3MOXXHOCTh KOHEYHOW CHUCTEMBl HCKA3UTh 3TOT OAMH
napaMmeTrp, HampuMmep, Takoi kak IP ampec m mombITaThCs Ha4aTh OOXOIUTH HACTPONKH JOKAIBHON Oa3bl
npaBui. HexkoTopele mpaBmiia yxe mpeaonpenesaeHbl 1 MOryT ObITh TpocMoTpeHsl B MeHi0 Configuration >
Rule Modules > System State Sets.

-‘3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer = |ﬂ Iﬁl
File Edt View Favorites Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Cloze] Halp | Abolt
Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » System State Sets =
Itemns: 11

I~ Name ersion Description

[T Cisco Trust Agent Infected Posture 4.5 Cisco Trust Agent Infected Posture

" Cisco Trust Agent Quarantine Posture 4.5 Cisco Trust Agent Quarantine Posture

T Installation in progress 4.5 Installation in progress

T Management Center not reachable 4.5 Management Center not reachahble

T Management Center reachable 4.5 Management Center reachable

™ Rootkit detect 4.5 Rootkit detected

T Security Level High 4.5 Security Level High

T Security Level Low 4.5 Security Level Low

[T Security Level Medium 4.5 Security Level Medium

T System Booting 4.5 Systam Booting

M wvirus detected 45 virus detected

Hawuboiee mone3HbIMU SIBISIOTCS CIICAYIOUC COCTOAHUA

e Cisco Trust Agent Infected Posture — kak xputepuii ucnonszyercst Tonbko Cisco Trust Agent
Posture mapametp. Ecmu NAC posture, nepenannoe CTA uHPUIIMIpPOBaHO, TO BBl MOXKETE MPUMEHUTH
MpaBUJIO K areHry.

e Management Center Reachable — kputepuem siBsiercs noctynHocts CSA MC cepgepa.

e Security Level Low — 310 ciny4aercst kora BeICTaBjJIeH ypoBeHb Oe3o0macHOCTH Low Ha arenre.

e System Booting — korna cucrema 3arpyxaercsi Bbl MOJKETE yKa3aTh KaKUe OIepaluy pa3pelieHsbl a
KaKHe HeT.

e Virus Detected — eciii 0OHapyXeH BUPYC JIOKATBHBIM aHTUBUPYCOM KOTOPBIM TOIICP)KUBAET arcHT,
TO BbI MOKCTC Y KCCTOUYUTDH MMOJIMTUKY HA JIOKAJIBbHOM XOCTC.



OHu OuYeHB MPOCTHIE, HO OYCHB MOJIe3HbIe. YTOOBI CO3aTh COOCTBEHHOE MHOXKECTBO COCTOSIHUN HAXKMHTE
KHONIKY New U yCTaHOBUTE MapaMeTphl.

Name and Description— Vms u onrcanue Hy)KHbIE aIMUHUCTPATOPaM.

Network Admission Control— Hcnons3yiite onmuio Cisco Trust Agent Posture BHYTpu 3TOro
napametpa. Bapmantel ommuit 3mece Don’t Care, Healthy, Checkup, Quarantine, Infected,
Unknown wmmu Other. Don’t Care cooTBercTByeT BceM TOKeHaM. UTOOBI BBIOpAaTh HECKOJIBKO
COCTOSIHUM, UCNIONIb3yHTe KHOMNKY Ctrl, Ha)kumasi 1€BYI0 KHOIKY MBIIIIH.

System Security— wucnone3yiite, 4ToObl BHIOpaTh KaKOMY MOJOXKCHHMIO JBMKKA O€30MacHOCTH B
areHTe COOTBETCTBYET JAHHOE MHOXKECTBO. 3HAUEHUEM MO-yMOIYaHUIo sBjseTcss Medium.

System Location— BapuaHThl HACTPOWKHM 31€Ch OTHOCATCS K PACHOJIOXKEHHIO, OazupylomeMycst Ha
3HaHuu [P anpeca mokabHOTO KOMIIBIOTEPA.

o Network Address Range— BBecTu 3Ha4eHHsI COOTBETCTBYIOIINE TEKYILIEMY a/IPECy CUCTEMBI.

o DNS Suffix Matching— Bsectu DNS cyddukcel KoTopsie cucTeMa MOXET HCIOJIb30BaTh.
Ucnons3yiite mone but not uto6sl BBect DNS cyddukcel, KoTopsle HaJ0 UCKIIOUUTH U3
3TOT0 MHOXECTBA.

Additional State Conditions — Bce cnenyrommue onmun umerot BapuanTsl Don t Care, Yes u No:

o System Booting — kpuTtepuii TOro 4To CHUCTEMa 3arpyKaeTcsl.

o Installation Process Detected — xpurepuil TOro UYTO MHCTAUIMPYETCS MPOTPAMMHOE
oOecnieuenue. Mcnonb3yercs yTOOBl YBETUYUTh WM YMEHBIIUTH HACTPOUKH OE30MAaCHOCTH B
3TOT MOMEHT.

o Management Center Reachable — kak ToiabkO cepBep CTAaHOBUTCS HEAOCTYIIEH BBl MOXKETE
BKJIIOYHTD JAPYrHe HACTPOUKH O€30MacCHOCTH.

Rootkit Detected — MOXHO BKIIFOUHUTH IPYryue HACTPOUKHU €CITM OOHAPYKEH PYTKUT .
Virus Detected — eciu noKanbHBIH aHTUBHPYC COOOIIMII O HAWJEHHOM BHPYCE BbI MOXETE
Y)KE€CTOUUTH 3aLUTY KOMIIBIOTEpA.

References— eciu cocTostHUS OBUIM UCTIONB30BAHBI, TO MOXHO IIOCMOTPETH TJ¢€.

Save and Delete— 3anncarh H3MEHEHHS WIIA YAAJIUTD.

Kakne penctBusi BbINONHAIOT npasuna

B ciydae HacTyIeHus 3alaHHbIX YCIOBUH, IIPABUIIA BBIIIOJIHAIOT PA3JINYHBIEC IEHCTBHUS.



faManagement Center for Cisco Security Agents ¥4.5 - Microsolt Internet Explorer T = |5 x

Fle Edt View Favortes Tooks Help
Cisco SysTEms Management Center for Cisco Security Agents V4.5 Close | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
Configuration » Rule Modules » Windows Rule Modules » Contractor Rule Module » Rules » Network access control [669] =
»1 event generated by this rule
* \iew change history
—Description
[Contractor No web access
[E] Detailed
<none> Bl
=
W Enabled
| Take the following action
@ High Priority Terminate Process j
@ High Priority Terminate Process
# High Priority Deny
@ allow High Priority Terminate Process rules
e Query User
€3 Terminate Process
€3 Deny <All Applications>
@ Add Process to Application Class
& remave Process fram Application Class <none> [ (|
@ Monitor
Attempt to act as a | CliEnt =] for network service: $HTTP fU2.5] B
L Compaunicating with hoot oddraccac. Fal = Ll =
Eﬂl M ‘ No rule changes pending Ganarate rulee Logged In ast admin
e High Priority Terminate Process — OtBepraer neicTBHE WJIM JIOCTYIl K PECYpPCy M TIBITaeTCA

3aBEpILUTH MPOIecC JENaloMi 3amnpoc. 3aBeplieHre ONMpeaeIeHHBIX CUCTEMHBIX MPOLECCOB MOKET
CIeNaTh CHCTEMY HECTaOMJIbHOHM, 4TOOBI mpenoTBpaTuTh 3TO CSA MBITaeTCS 3aBEPIINTh B TaKUX
npolieccax TOJIbKO BBI3BABIIYIO COOBITHE HUTKY.

Terminate Process — Jlenaer To e 4TO U IEUCTBHUE BHIIIE, HO ¢ MEHBIITMM IIpropuTeToM. CMOTpHUTE
pas3zen o IpUOpUTETaX.

High Priority Deny — OtBepraer 10CTyn K peCcypcy M He 3aBepIlIacT MpoIecc.

Deny — To sxe uto u high priority deny, HO ¢ MEHBIIUM IPUOPUTETOM.

Allow — Pa3zpermmaeT nocTym K pecypcy.

Default Action (Allow) — CSA otriauuaercs OT MHOTHMX HPOAYKTOB TEM, YTO pa3peliaeT Bce
B3aMMOJICHCTBHUS B CHCTEME IO YMOJYAHUIO, 3ampenias TOJbKO NEHCTBHUS CHEIUAIbHO yKa3aHHBIE.
BriOupaiiTe 3Ty ONIMIO €CM BaM HYKHO Pa3pellinuTh JCHCTBHE KOTOPOE MOXET OBbITh 3alperieHo B
KOH(IMKTHOW CUTYalluy MEX]y pa3HbIMH MPaBUIaMH.

Query User Default Terminate — CnpamuBaer mmosib30BaTenss O TOM YTO JellaTh, W €CIH
M0JIb30BaTENb HE OTBEYACT B TEUEHHE 5 MHUHYT WJIM MPOCTO HE MOXET OTBETUTh TO BBIOMpaeTcs
nericteue — Terminate.

Query User Default Deny — CrnpammBaeT moyib30BaTeNsl M IO YMOJYAHHUIO BBHIOMPAET ONEpaIfio —
Deny.

Query User Default Allow — CnpamBaet mosas30Bartess U o yMordanuio Beioupaet Allow.
Monitor — norupyer coObITHE 6€3 KakuX 100 APyrux AeHCTBUI.

Add or Remove to/from Application Class — 06a3upysch Ha 3ampocax K pecypcaMm Bbl MOXKETe
N00aBUTH MPOIECC B IMHAMHUECKUH KJIACC MPUIIOKEHUH WM YIAIUTh U3 3TOTO Kilacca.



3aMmeTbTe, uTo 3ampochl TUIa Query He HOCTYyIHBI B Solaris, mockonbKy B 3Toii OC moab30BaTENb HE MOXKET
MHTEPAKTUBHO OOILATHCS ¢ areHTOM. TaM JeiCTBUS IO YMOJIYAHHUIO BBINOJIHAIOTCS Cpasy.

PaspelwieHne KOHPNMKTOB NpaBur

Korna nmpaBuia KOHQIMKTYIOT, TO CYLIECTBYET NMPUOPUTET BBHIMOJIHEHHs NpaBuil. BepxHee mpuopuTeTHeH
HUKHETO:

High priority terminate process
High priority deny

Allow

Query user (terminate)

Query user (deny)

Query user (allow)

Terminate process

Deny

. Default action allow

10. Add process to application class
11. Remove process from application class
12. Monitor

C PN R W

Tunbi npaeun
Agent Service Control

KonTponupyer BO3MOXKHOCTh OCTAHOBHUTH areHTa Ha JIOKaJbHOW MallnHe.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer B - & X
File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » VWindows Rule Modules » Contractor Rule Module » Rules » Agent service control [670] OTHER RULESH —

*MNo events generated by this rule
»View change history

—Description

]Thls is a sample Agent Service Contral Rule
[#] Detailed

¥ Enabled

]Taka the following action J

|@ Deny j
and
¥ Log [T Take precedence over other Deny rules
| when
Applications in any of the following EFNIFNTallE

selected classes: <*Processes Extuting Untrusted Cantent>
<*Suspected Virus Applications>
TS <First Time Application Executes
*ewn | <Network Applications> =|

|double-click application class to view

But not in the following class: <none> [

¥ attempt to stop the agent service

™ attempt to modify local agent configuration

sve | | Delete | W Fie Srenga cind; s

Application Control

KonTponupyer kakuM NpUIoKEeHUsIM HENb3s UM MOKHO padoTaTh Ha JIOKAJIbHOW MaIlIUHE:



LI

3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

=

[sample Application Control Rule
[ Detailed

¥ Enabled

| Take the following action

|6H|gh Priority Deny El
and
i Log [T Take precedence over other High Priority Deny rules
| when
Current applications in any of the <Al Applicationss
following selected classes: <*Pracesses Executing Untrusted Content»

<*Suspected Virus Applications>
chaw ally | SFIrSt Time Appiication Execute>
2%, <Network Applications= =

Neaw
|double-click application class to view|

But not in the following class: <none> [

attempt to run

New applications in any of the CD Burning applications [vV4 5] Al
fallowing selected classes: COM PJus surrogate application [v4.5

Command Shell [v4.5]
Desktop interface applications [V4 5]
shew A | hownload directory executables [v4.5) =

double-click application class to view

—r-r-0 <nongas 5

sve | | Delete | W 5ie cianiges pancing ) I

Clipboard Access Control

Pa3pemaer nepenocuts nannbie yepes Clipboard TonbpK0 MEXIy 3aJaHHBIMU MTPUIIOKEHUSIMU:



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer - |E’ X
File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » Windows Rule Modules » Contractor Rule Module » Rules » Clipboard access control [673]  orHer ruLES

*No events generated by this rule
*Wiew change histary

—Description
lThis is @ Sample Clipboard Access Control Rule
Detailed

I Enabled ¥ Log

| Take the following action

Do not allow any other application to read from the clipboard data writien by:

Applications in any of the following XISl (o (8 eer
selected classes: <*Processes Executing Untrusted Content>
<*Buspected Virus Applications>
<First Time Application Execute>
shou All» | < Network Applications> =l

double-click application class ta view

But not in the following class: <none>

i
| |

Save QBIEWI . 7 rule changes pending Gengrate rules egoacinas R

COM Component Access Control

VkaszpiBaeT kakue COM 00BEKTHI MOTYT OBITh JOCTYITHBI YKa3aHHBIM TTPUIIOKEHUSIM:



3 Management Eenter for Cisco Security Al;ents ¥4.5 - Microsoft Internet an:lorer

File Edt View Fmrlbus Tools  Help

IS

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

— Description
}Sample COM Caomponent Access Contral rule
[+ Detailed

¥ Enabled

Close | Help | about

=

| Take the following action

IQHigh Priatity Deny _:J
and
~ Log [ Take precedence over other High Priority Deny rules
| when |

Applications in any of the following

Download directory executables [V4.5]
selected classes:

FTF applications [V4 5]
Shew Al | nitializing local applications [V4 5]

|double-click application class to view|

But not in the following class: <none>

Attampt to access a
COM component

Matching any of the §HS Office Objects [V4.5] =]
following component sets:

l;I
Trrmek S nrmmn ek &bl ‘I ]

-

Logged in as: admin

Connection Rate Limit

KoHTponmpyeTt 4ynciao BXOAAIMX W UCXOA[IINX COSTMHEHHH JIOKATLHOTO KOMITbIOTEpa. Takum o0pa3om,

BBINOJIHsIETCA 3amuTa oT DoS arak:



—3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

Fle Edt View Favortes Tools Help |

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close. | Help; | Abgut

Events Systems Configuration Analysis Maintenance Reports Search Help

—Description
|Sample Connection Rate Limit rule|
[] Detailed

¥ Enabled

|Tak.e the following action

|0High Priority Deny j
and
Vi Log [T Take precedence over other High Priority Deny rules
| when
Applications in any of the following <All Applications>
selected classes: <*Processes Executing Untrusted Content>

<*Suspected Virus Applications:>

<First Time Application Execute>

Haw s |<NEtWOTK Applications> hd|
|double-click application class to view|

Show Allw

But not in the following class: <none>

Attempt to act as a [server =]

Communicating with specific *| hosts

Over limit of 100 network connections

In | ] minutes, (]
M M . 11 rule changes pending Logged In ast admin

Data Access Control

Ucnonp3yercs qis cuctem coaepxkammx WEB cepBep. DTOT Tvn npaBuil IpOCMaTPUBAET BXOASAIIUE 3aIIPOCHI,
a umeHHo Uniform Resource Identifier (URI) nopuuro 3anpoca. OH npITaeTcss HATH HENPaBUIbHBIE 3aIPOCHI.
BonbIIMHCTBO HEMIPaBUIIBHBIX 3aPOCOB YK€ COJEPKUTCS TpH uHCTAIIAIUU MC, HO BBl MOXKeTe 100aBUTh
CBOM YTOOBI IOBUTHh HOBBIC UJIU CIICIIUATBHBIC BUBI aTaK. J{1s pabOThI HY)KHO YTOOBI B CUCTEME OBLIT
uHcraupoBad CSA data filter. [Ipu uncramsiiuu arenra Ha Windows, eciu tam ctout IS wnu Apache To
3TOT GuibTp craBuTcs cpazy. Ha miardopme UNIX ¢unbTp Becerna TpeOyeT pyqHOM HHCTAIIISAINH.



‘3 Management Center for Cisco Security Agents V4.5 - Microsoft Internet EXplorer - |EI X
Fle Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

=

—Description

|This is a sample Data Access Gontrol rule
[+ Detailed

¥ Enabled

| Take the following action

’3 Management Center for Cisco Security Agents ¥4.5 - Edit Component Set - Microsi

Ig Deny _'_l Name Yersion
Commaon I its 4.5

and
Description

M Log I Take precedence over other Deny rules [Common IIS exploits targeting vulnerable file types

| when I” Display only in Show All mode

Applications in any of the Configuration

follawing selected classes: 4 patterns matching: [F ey = but

IS Web Server descendents [V4.5]

*.ida*

IS Web Server Dynamic Application [vV4.5] Ui 0TIRUI0ISEUI0TAR

newn |15 Web Server In Isalation Mode [V4.5]

|double-click application class ta view|

But not in the following class: <none>

Save Delete
§Common IIS exploits [V4.5] _I —I

Attempt to access these data

sets!
4|
=
Insert Data Sets |4 L2
double-click variable to view|
=
_Save |  Delete ( ENEEMIYINTITRFIYYIOM  Generaterules )

Logged in as: admin

File Access Control

OO6ecneynBaeT MEXaHU3M MPOBEPKH, KAaKHE MPOIIECCH MOTY uuTaTh (aitiasl u nanku. Ecnu B UNIX 3anpemiex
AOCTYII K CUMBOJIBHBIM CCBIJIKAM, TO HY’KHO MOHUMATDb YTO 3TO HC O3HAYACT ABTOMATUYCCKU 3aIlTPCIICHU
JIOCTYTIa K caMmoMy (haiiy.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

—Description

[Thls is @ sample File Access Control rule
[ Retailed

¥ Enabled

Close | Help | About

|Take the following action

]@Deny j

and
M Log [T Take precedence over ather Deny rules
I when

Applications in any of the following Desktop Interface applications [v4 5]
selected classes! Download directary executables [V4 5
Editor applications [V4.5
Sprar Tl Emall applications [v4.5]
"hew s IF TP applications [v4.5]

double-click application class to view

But not in the following class: <none> [
Attempt the following " Read File
operations: ¥ write File

¥ Write Directory (create/delete/rename)

on any of these files: *.dat =5 [
= =
Save I}!Blﬂel . 15 rule changes pending Generate rules

Logged In as: admin

File Version Control

KonTponupyer kakue Bepcuu IporpaMm pa3petieHbl K UCIOIHEHUIO.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

-Flc Edit View Favorites Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

»MNo events generated by this rule
*View change histary

—Description

}Sample Flle Version Control rule
[+ Detailed

¥ Enabled

| Take the following action

]6 Terminate Process _vJ
and

¥ Log [T Take precedence over other Terminate Process rules
| when

An execution of the following

|- Enter filename (not path)
File: |ﬁIEtuprevent.e}{E |- Allowed extensions : exe, dll, ocx|
|- No wildcards allowed

with version within these

version ranges: [3.34-3.650 EE

>
4 E

is attempted.

save | | polete | o 17 e Chares penting

Logged In as: admin

Kernel Protection

3anperniaer AMHAMUYECKYIO 3arpy3Ky ApailBEpOB MOCIE 3arpy3Ku CUCTEMBI:




3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer - |EI X

Cisco SYSTEMS Management Center for Gisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

=

—Description

fSample Kernel Protection rule
[ Detailed

¥ Enabled

1 Take the following action

|@Deny j

and
¥ Log [T Take precedence over other Deny rules
[when ]

]P‘ Modules load after system startup |

Included modules: <nones LI L

-
Insert File Sats L4 _'I_|

double-click variable to view

¥ Modules modify kernel functionality l

Included module hashes: <all>

Included code patterns: <all>®

Mote: The edit fields in this rule section are maintained by the Event Management Wizard.

-

_Save | | Delete | ( EETETENTFIEETYIAm  Generatervies ) Loggad in as; admin

Network Access Control

[To3BoJIIET KOHTPOIUPOBATH JOCTYI MPUIOKEHHUM B CETh U IOCTYI K HUM U3 CETH.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

.Fb Edit WView Favorites Tools Help

Close | Help | About

Cisco SYSTEMS Management Genter for Cisco Security Agents V4.5
Events Systems Configuration Analysis Maintenance Reports Search Help
—Description
fSampIe Network Access Control rule
[ Detailed
¥ Enabled

|Take the following action

]@High Priority Deny j
and
¥ Log [T Take precedence over other High Priarity Deny rules
] when
Applications in any of the following selected classes: Temporary Sensitive Data applications [V4.5]
User Invoked applications [V4.5
Webh browser applications [V4.5
T Windows Auto update [V4.5]
“Naww |Windows Scripting Host [v4.5]
|double-click application class to view|
But not in the following class: <none>
Attempt to act as a|client ~| for network services: |§FTP Client Data Channel [V4.5] =
$FTP Control Channel [V4.5]
Insert Network Service 8 :l
double-click variable to view
Communicating with host addresses: §External IP addresses [V4.5] =7

Logged In as: admin

Network Shield

3acTaBiisieT IPOBEPSTH CETEBON TpaduK Ha MPABUIBLHOCTH. DTa PYHKIUS TOJDKHA OBITH BKIIIOUEHA MTPH

nuactauamu CSA. HaseiBaercst Network Shim.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer ] - |E’ X
File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

x
IQ Deny ﬂ
and
M Log [T Take precedence over other Deny rules
| when detecting |

IIP Security Checks ]
[ Invalid IP header

[T Invalid 1P address
T Source routed packet

¥ Trace route

|Transnort Security Checks
[T Invalid TCP/UDP/ICMP header

[T TCP SYN flood

[~ TCP blind session spoofing attempts
[¥ TCP/UDP port scan

[ ICMP ping message

W ICMP configuration message

[T ICMP information message

[T ICMP covert channel

[ Malicious packet

[System Startup Security Checks

[T Unrestricted network connectivity during boot

Save QBIEMI . 23 rule changes pending Genorate rules

Logged In as; admin

NT Event Log

[To3BomsieT cobupath HeKoTOphIe coOBITHA U3 Event Log B xypHase 1ieHTpa yrpaBieHuUs.




a Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer - |EI X

File Edt View Favortes Tools Help

Cisco SYSTEMS Management Center for Gisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

=

|Sample NT Event Log Rule

[# Detailed
¥ Enabled
] Log events from the event log
@ Include events matching the following
C Include all events except those matching the following
| Criteria
Event Log Type: ¥ System
I Application
" Security
Event Source: NtServicePack =2
i 4|
Severity: ¥ Infarmation ¥ Audit Success
¥ Warning ¥ audit Failure
I¥ Error
Event Code! 4377 EE
] Ll_l
b

_Jim —IQEHEIB . 25 rule changss pending _ - Logged in ast admin
}astarl:”] ] & |J @asmwurks-h‘lmsoftm...“@magmmnt center f... [J]Event Viewer | Eifnfe 1239am

Registry Access Control

MexaHu3M KOHTPOJUPYIOLIUI JOCTYI IPUIIOKEHUHN B KIIFOUM PEECTPA, 3alpeLiacT NN pa3peliaeT 3alnuch U
YTEHUE U3 HUX.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer

.Flc Edit WView Favorites Tools Help

Cisco SYSTEMS

Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

—Description

@ Detailed

|Sample Registry Contral Rule

¥ Enabled

|Take the following action

]@ Allow il
and
I Log [T Take precedence over other Allow rules
I when
Applications in any of the following <All Applications>
selected classes! <*Processes BExecuting Untrusted Content>
<*Suspected Virus Applications>
e S <First Time Application Execute>
Piew s |<Network Applications> =l
|double-click application class to view|

But not in the following class: <none> [
Attempt to write any of these registry [cnones =| (7]
entries:

-
Insart Ragistry SatE LY _’.’_I

|double-click variable to view|

Hstart]|| 1) &

Save | pelet ( WOATTETITIOII conostenis: )

” @Gmrks -Micrasoft I, “ab‘lanagﬂnmt Center f...

Logged in as: admin

@ 1z:47am

Service Restart

[To3BonsieT mepe3amnyckaTh CEpBUCH], KOTOPbIE OCTAHOBMIJIMCH UJIM HE OTBEUYAIOT Ha 3alPOCHI.



- Management Center for Cisco Security Agents §

File Edt View Favorites Tools Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » VWindows Rule Modules » Contractor Rule Module » R

*No events generated by this rule
*Wiew change history

—Description

l

[ Retaileqd

v Enabled ¥ Log

| Restart

The following service : |DNS Server

| when

¥ Mot responding to Service Control Manager

W Not responding to network requests for service :  |DONS

Save Delete | [ T

[e5 | CAWINNT\system32\cmd.exe

ocuments and bettlnguxﬂdnlnlfrvator\net sta

e Windows 2088 services are
Alerter
fipache UehServer
Hntonatlr Updared
it Agent
databasze engine
Daemon Hanager
thase Se

CUCS tftp service
DHCP Client
D ibuted File
uted Link 'h-ac]rzmg Client
ed Transaction Coopdinator

Event Log
% IS Adnin Service

« Connections
NI LH Hprur1ry Support Provider

Print Spool
Protected S
Remote ficc Connection Hanager
sdure Call (RPCH
y Service

lemovable Storage
Bunfs Servi
Seagate Pa

wgate Weh C onent Server
ecurity Accounts Hanager

port Protocol (SHTP)
m fication

k Sc
TL,P/TP

heduler
etBIOS Helper Service

Service

jement Instrumentation
1n(.lou" Management Instrumentation Driver
lJm‘I station

The command completed successfully.

Ex

|J @Gscnwmks - Microsoft Inl .E]Managemaﬂ. Center Far ...

Hstart ||| 1) &

| | BN\ WINNT \system32\c...

Sniffer and Protocol Detection

[Mumer coobmenue o Tom, 4to ObLT 00HapyxkeH He [P mpoTokon u To uTo 6bUTM 0OHapYKeHBI CHU(DdEpH! Ha

MalInuHe BaHlHIHeHHOﬁ Ar¢HTOM.
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File Edt WView Favorltes Tools  Help

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Clase | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Rule Modules » Windows Rule Modules » Contractor Rule Module » Rules » Sniffer and protocol detection [685]  orwer R:-|

*No events generated by this rule
»View change history

—Description

fThis is @ sample rule
[¥] Detailed

¥ Enabled

| Log an event for all detected protocols and packet sniffers.

Exclude

The following selected
standard protocals :

Remote
Femate
Exclude
The following non-standard [<none> = ?

protocols and packet sniffers:

System API

[IpenoTBparaeT BHIMOJHEHUE TPOSTHCKUX TPOTPaMM M BpKIeOHOTO KoAa Ha MamuHe ¢ Windows.
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Fle Edt View Favorites Tools Help

GBack + » - D [ 3| Qoearch (BiFavortes Pieda F | ED- S

Address [@ https:ffcsamcd5.csa. comfcsamcdS/webadmin

=] @so |unis>

Cisco SysTEmS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

owWing X ole -~ X

BUTHOUIH The To

attempt the following operations:

Close | Help | About

H System Information Checks

¥ Access local configuration information

I~ Access local password information

[ System Monitoring Checks

¥ Monitor media devices

Included patterns: vebeo) camera

Mote: This field is usually maintained by the Event
Management Wizard. 1

¥ Trap keystrokes

HE

i System Modification Checks

I~ Access physical memory

¥ Download and invoke ActiveX controls

¥ Inject code into other applications

¥ Write memory owned by other applications

! Atypical System Behavior Checks

¥ Access system functions from code executing in data or stack space
Included patterns: <alt>

¥ Handle exceptions

¥ Invoke unusual system calls

Included patterns: <alt>

=

Sowe| | polete| ' h e
B LI | ' 1 rule change pending Generate rules ) Laggad in ast

[&] Management Center for Cisco Security Agents V4.5

[ [ [E [ intemet

Buffer Overflow

B UNIX nenaer To xe camoe uro System API B Windows. [IpenoTBpaiiaeTr ucnoib30BaHuE TIEPETIOTICHHUS

Oydepa 1t MOBBINIIEHUS TPUBHUIICTUH TIOJIb30BATEIICH.



3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer ;Ig’ x
File Edt View Favorites Tools Help |
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Address I@ https:ffcsamcd5.csa. comfcsamcdS/webadmin E[ @G0 | Links >

Cisco SysTEmS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

Enabled

| Take the follawing action

l@ Terminate Process _:]
and

i Log [T Take precedence aver other Terminate Process rules
| when

Applications in any of the following AN el = (s SEE
selected classes; <*Processes Executing Untrusted Content>
<*Suspected Virus Applications=
<First Time Application Execute>
show Allw | Network Applications> =l

|double-click application class ta view|

But not in the following class: <none>

attempt the following operations:

Attempted buffer overflow detected
Execute a system call in an unsafe context
Process terminated by operating system due to executing code in stack space

Process terminated due to signal or internal error

A AA

Use of an unsafe format in a printf call

Sove | | Deete | G BTy

—

Logged in ast admin

€1

[ [ 5 [ wntemet

Network Interface Control

B UNIX 3amnpemniaer nepeBoauth natepdeiic B Promiscuous mode.
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Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

—Description

ITNS Isa sample Network Interface Caontrol Rule
[ Detailed

V¥ Enabled

|Take the following action

|6High Priority Deny j
and
¥ Log [T Take precedence over other High Priarity Deny rules

| when J
Applications in any of the following selected <All Applications>
classes: <*Processes Executing Untrusted Content=

<*Suspected Virus Applications>

<First Time Application Execute>

Show Allw

teww | <NEtWOTK Applications> =

|double-click application class to view|

attempt the following operations

W Open a stream connection to the NIC driver

¥ Put the NIC into promiscuaus mode

Sove | | Deete | oo, BTy

Logged in ast admin

@Hanagmﬁnt Center for Cisco Security Agents ¥4.5 r_-l—[glﬂ Internet

Resource Access Control

Hpe/:[OTBpamaeT aTaKu Ha UCIIOJb3YEMBIC CUMBOJIMYCCKUE CCBIJIKH.

3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer ;@ x
Fle Edt View Favorites Tooks Help |_
wBack v = - @ 2] 4| Qoearch (EiFavortes Fveda (F | B S
Address I.éj https:ffcsamcds.csa, comfcsamcdsfwebadmin El ’Go | Links **

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | about

Configuration » Rule Modules » UNDX Rule Modules » Contractor UNIX » Rules » Resource access control [630]

* Mo events generated by this rule
* VWiew change history

—Description

|This is a sample rule
Cetailed

¥ Enabled [T Log

|Tha following resource access protections are provided:

W Symbalic Link Protection

Rootkit/Kernel Protection

[IpenorBpaiaer 3arpys3ky ApalBepoB nocie crapra cucreMsl B UNIX.
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Cisco SysTEMS Management Center for Cisco Security Agents V4.5

Events Systems Configuration Analysis Maintenance Reports Search Help

Close | Help | About

¥ Enabled

| Take the following action

@ tigh ririty Terminate Process |
and
¥ Log [ Take precedence over other High Priority Terminate Process rules
| when
Applications in any of the following <All Applications>

selected classes; <*Processes Executing Untrusted Content>
<*Suspected Virus Applications>
<First Time Application Execute>
Shaw AllW |y ietwork Applications> =l

Haw bk
|double-click application class to view|
But not in the following class: <none> [
attempt to load the following modules: [cpanes = 7|
Insart Fila SatE LX _’_’_I

double-click variable to view

-
—

Sovo | peiete ( EITTETII  coccte e )

l.aggtd in ast a&nrn

[&] Management Center for Cisco Security Agents V.5

[ [ [E [ ntemet

Syslog Control

3anuchIBacT HEKOTOphIe cooOmIeHus Syslog B )KypHau 1ieHTa ynpasienus CSA.
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Address [(El https:{fcsamc4s.csa.comfcsamc4S webadmin j &Go |LH¢5 2
Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
=
] Log events from Syslog |
@ Include events matching the following
C Include all events except those matching the following
| criteria
Event Source: <all> ;l 2
Il _>[J
Facility: locals ﬂ
localb
lpr
mail =]
Priority: I~ Debug W Warning
¥ Information [ Error
¥ Naotice I alert and above
Message Pattern: packet dropped :J )
i 3|
-
Savo| _polete oo e Ty T
& [ [5 [ intemet

Modynu npaeun

Monynu npaBuil — 3T0 rpynna npaBui ciayxamux ogHoi uenu. B CSA ects 1Ba TUIIA MOIYJIEH:
UCTIOJIHUTEININ U JETEKTOPbl. VICoNMHNUTENN 3aCTaBISAIOT areHTa pa3pelinTh TN 3alPETUTh KaKyl0-TO
orepanuio. A IE€TEKTOPHI IPOCTO COOOIIAIOT O HACTYIUIEHUH cOObITHA. C KaXXIbIM MPABUIIOM €CTh
00BsICHEHHUE B TOHATHOM (hOpME Ha aHIIIMHCKOM SI3BIKE O TOM, YTO 3TOT MOAYJIb AenaeT. MOXXHO Takke
IPOBEPUTH MOAYJIb Ha OTCYTCTBHE KOH(DIUKTOB MPABUI U CO3/1aBaTh CBOM MOIYJIU.

B CSA ectb yxe npenonpeeneHHble MOAYIU, HaIpUMeED

¢ E-Mail Protection

e Apache Web Server

¢ Cisco VPN Client

e CiscoWorks Base Security
e CiscoWorks CSA MC SQL Server
e SendMail

¢ Samba

e Data Theft Prevention

¢ DHCP Server

e DNS Server

¢ Microsoft Office

Yto6s! moayuuTh K HUM Joctyn Boiaute B MeHio Configuration > Rule Modules [UNIX] wiu Rule
Modules [Windows].
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Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About
Events Systems Configuration Analysis Maintenance Reports Search Help
Configuration » Rule Modules » Windews Rule Modules =
Items: 65 |Windaws =]
I~ Name \ersion Rules Description Target OS5 Syntax
T AD Test Rules 4.5 0O rules all Windaws
™ Analysis WORD J0B3 Rule Module 12 rules Analysis (v4.5) WORD_JOB3 Rule Module All Windows
T Apache Weh Server 4.5 13 rules Module for Windows Apache web server All Windows
T Application Behavior Monitaring Module 4.5 B rules Module to monitor an applications resource requests Al Windows §i
[T cisco Trust Agent Madule 4.5 9 rules Module to facilitate operation and protect the Cisco Trust All Windows
Agent and its components
T Cisco VPN Client Madule 4.5 rules Module for Cisco VPN client All Windows
C C'|5|:0'|\-'\-'ori<s Application Classification 4.5 6 rules Module classifying CiscoWaorks applications all Windows
T CciscoWorks Base Security Module 4.5 6 rules Base security module for all systems running CiscoWorks All Windaws
I ci rk L] C le 4.5 A rules Module for SQL Server on the CSA MC system all Windaws
T CiscoWorks Restrictive VMS Module 4.5 2 rules Module for systems running only the YMS bundle All Windaows
I ci rk M 4.5 22 rules Module for servers running CiscoWarks VMS product All Windaws
components
I Common Web Server Security Madule 4.5 15 rules Base web server request filker module for all Windows All Windows
systems
T Contractor Rule Module 1rule Testof user state set All Windaows
[T Data Theft Prevention Module 4.5 11 rules Module to pravent theft of sensitive data files All Windaws
T DHCF Server Module 4.5 Srules Module for DHCP/BOOTP servers All Windows
T DNS Server Module 4.5 5 rules Module for DNS servers All Windows
T Email Client Module - all Security Levels 4.5 7 rules Email client applications operating under all Security Levels All Windows <
New |  Delete| cCione|  compare | @ s i= Fenoes pending eoned 1ieet adnen
] Management Center for Cisca Security Agents V4.5 [ 5 [@wtemet

Knaccbl npunoxeHuu

Knaccel npuiioskeHui — 3To rpyImna NpuioKeH!i 0AMHAKOBBIX 10 QyHKIMsAM. Eciiu BBl XOTHTE, YTOOBI KaKOM
TO TPYIIE MPUIIOKEHHH, TOoycTUM, ObLT pasperieH goctymn no telnet (TCP/23) a motom xotute
KOHTPOJINPOBATh KAKUE IIPUIOKEHUS 3aIlyCTUIIa 3Ta IPYIIA IIPOrpaMM, TO BaM HYXKHO MCIIOJIb30BaTh KaKOe-
TO BbIpaXK€HUE 0003HaYaroMIee ITH NpuiIokeHHst. IMEeHHO 0HO U OyJeT Ki1acCcoM NMPHIIOKEHHH.

YToObI JIydIle MOHATH YTO ITO TAKOE, IOCMOTPHUTE HA yXKe TPEIONpPEIeICHHbIC KIACChl MPUIOKEHUH Yepes3
meHio Configuration > Applications > Application Classes [Windows].




3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer ;I_IEI
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Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration » Applications » Windows Application Classes =
Items: 45

o Version Description Target 05 Syntax

[T Active FTP Client Applications 45 Applications which have recently initiated an FTP connection All Windows

) ive HTTP Clien lication 4.5 Applications which have recently initiated an HTTP connection All Windows

T Active TCP Client Applications 45 Applications which have recently initiated a TCP connection All Windows

T applications internally interpreting 4.5 Applications internally interpreting contant All Windows

content

T Applications on COROM Drives 45 Executable files or scripts residing on COROM Drives all Windows

[T Applications on Floppy Drives 4.5 Ewecutable files or scripts residing on Floppy Drives All Windows W

C lication rk Dri 4.5 Executable files or scripts residing on Network Drives Al Windows

T applications on Removable Media 4.5 Executable files or scripts residing on all Removable Media all Windows

I packup applications 4.5 Backup executable files Al Windows

T Behavior Monitored Application 4.5 Process whose behavior is currently being monitored All Windows

T CDBurning applications 45 Frograms used to burn CDs All Windows

T COM Plus surrogate application 4.5 COM Plus surrogate process executable file All Windows

I Command Shell 4.5 Command Shells for Windows All Windows

[T Desktop interface applications 45 Windows desktop interface managers All Windows

™ Download directory executahbles 4.5 Executables residing in directories used for network downloads all Windows

" Editor applications 45 MS Texrt Editing tools All Windows

T Email applications 4.5 Email client executable files All Windows

I ETP applications 4.5 FTP client executable files All Windows E
Eew] | Qelele] glune] . Compare . Mo rule changes pending [oggadiniac: admin

|&] Management Center for Cisco Security Agents V4.5 [ 18 [@ntemet

Ecinn BBI onpeniensieTe mpouece o UMEHH, TO TAKOW KJIACC SIBIISIETCA CTATHYECKHM, HO BBl MOYKETE
OIPEIEIUTh U JMHAMUYECKHH KJIacC, WICHCTBO B KOTOPOM IS ITpoLiecca MOABIISIETCS B PE3yJIbTaTe KaKOro-
TO ero noseaeHus. Takum oOpazom, HanpuMep, Bbl MOXKETE CO3JaTh Kilacc telnet KIIMEeHTOB, He 3Has peallbHbIX
VMEH MPUJI0KEHUN.

llepemeHHbIE

Hns ynpomenust koHpurypaiuu CSA HCIonb3yeT NepeMEeHHBIC KOTOPbIe 0OBIYHO HAa3bIBAIOTCS MHOMKECTBA
WIM CIIUCKU. 3a]1aB OJIMH Pa3 Bbl MOXKETE HCIOIb30BaTh UX B PA3IMYHBIX MecTax. J[oCTymHbI cienyronme
TUTIBI ICPCMCHHBIX:

¢ Network address sets
¢ Network services sets
o Data sets

¢ File sets

e Dynamic file sets

¢ Query settings

e COM component sets
¢ Registry sets

Yrtobsl ckoHpUTryprupoBaTh nepeMeHHbie 3axoaute B MeHI0 Configuration > Variables.



NHcmannsyuss aceHma

UToObl yCTAaHOBHUTD areHTa Ha MAILIMHY HE HYKHO 00J1aaTh CleluaibHOM noaAroroskoi. HyxHo nuib
IPOBEPUTH CUCTEMHbIE TpeboBaHus. B Bepcuu 4.5 310 fn0omkHa OBITH onepanuonHas cuctema Windows,

Solaris mmu Linux.

KoMnonenr

[Ipoueccop

OnepannonHas
cucTeMa

ITamsate

MecTo Ha )XKECTKOM
ITHCKE

CeTb

KoMmnonenr

[Ipoueccop

OneparmonHas
cucreMa

ITamaTn

MecTo Ha )XECTKOM
ITHCKE

Cetb

TpeOoBaHus K KOMIIOHEHTY 1Jis1 arenTa noa Windows

Intel Pentium 200 MHz or higher.

Note: Uni/dual/quad processors are all supported.

Windows 2003.
Windows XP (Professional English 128 bit) with Service Pack 0, 1, or 2.

Windows 2000 (Professional, Server, or Advanced Server) with Service Pack 0, 1, 2, or
3 or higher.

Windows NT (Workstation, Server, or Enterprise Server) with Service Pack 5 or higher.

Note: Citrix MetaFrame and Citrix XP are supported. Terminal Services are supported
on XP and Windows 2000. Terminal Services is not supported on Windows NT.

128 MB minimum.
15 MB or higher.

Ethernet or dialup.

Note: Maximum of 64 IP addresses supported on a single system.

TpedoBanusi K KOMNOHEHTY s Solaris

UltraSPARC 400 MHz or higher.

Note: Uni/dual/quad processors are all supported.

Solaris 8, 64-bit 7/01 edition or higher.

Note: Solaris minimum core installation is not sufficient. You must also install the
SUNWIibCx library.

256 MB minimum.
15 MB or higher.

Ethernet.

Note: Maximum of 64 IP addresses supported on a single system.



Kommnonent TpeboBanus kK KoMnoHeHTY AJs1 Linux

[Tpomeccop 500 MHz or higher x86 processor.

Note: Uni/dual/quad processors are all supported.
Omnepammmonnas cuctema | RedHat Enterprise Linux 3.0 ES, AS, or WS.
[TamsTh 256 MB minimum.
Mecto Ha )xecTkoM aucke 15 MB or higher.

Cetb Ethernet.

Note: Maximum of 64 IP addresses supported on a single system.

Ectb eme oH0 TpeboBaHue. ATEHT TOKEH UMETh BO3MOXKHOCTD y3HaTh IP ajpec meHTpa yrnpaBieHus 1o ero
FQDN wunmenu uepe3 DNS. Jleno B TOM, 4TO MHCTAJUISLIMOHHBIN MAKET COIEPKUT aJIpec LIEHTPA YIIPABICHUS B
Buzge FQDN nmenu. 3anonnenue aiina hosts MOXXeT pemuTh Ty xe 3a1ady.

Ecnu MC u areHT HaxoAsTCsl B pa3HbIX CETMEHTAX CETH, TO HY>KHO IIPOBEPUTH UTO CETEBBIE B3aUMOCHCTBUSA
MEX1y HUMH He OJIOKHPOBAaHHBIX CIUCKaMU JOCTYIIA WM MTPaBUIIAMUA MEKCETEBBIX SKPAaHOB.
B3aumopeiicTBre MeXy HUIMU POUCXOIUT 10 mpoTokony SSL o cranaaptHomMy nopty 443 npoTokosa
TCP.

UroObl yCTaHOBHUTD areHTa Ha MAIIMHY BaM HY>KHO JH0O0 cO31aTh HOBOM MHCTAJUIALIMOHHBIN MAKEeT B LIEHTPE
ynpasieauss CSA depes merio System > Agent Kits niy Bocriosib30BaThCs YK€ TOTOBBIMH ITAKETaAMHU.

Ecnu BBI co3/1ami akeT WM OH yKe ObLT cJIeIaH, TO BBl JO/DKHBI C MallTUHBI HA KOTOPOU YCTaHABIIMBACTE
areHTa 3aiTu 1o ajapecy https://ciscoworks system name/csamc45/Kits U ckayaTh HYHBIN MaKeT.
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4
Cisco SYSTEMS
Cisco Security Agent Kits
Click the name link to download the kit.
MNarne Status Description Architecture
Apache Web Server V4.5.0.242 Ready Cisco Security Agent V4.5.0,242 installation kit for web Linus
SErVers
Desktop_Vv4.5.0.242 Ready Cisco Security Agent V4.5.0.242 installation kit for Linux
desktops
External_Apache Weh Server V4.5.0.242 Ready Cisco Security Agent ¥4.5.0.242 installation kit for web Linux
Servers
IDS_Mode_Desktop_Vv4.5.0.242 Ready Cisco Security Agent V4.5.0.242 installation kit for Linu
desktops
IDS_Mode Server V4.5.0.242 Ready Cisco Security Agent V4.5.0.242 installation kit for servers  Linux
running in detection mode
Server ¥4.5.0.242 Ready Cisco Secunty Agent V4.5.0,242 installation kit for servers  Linux
Apache Web Server V4.5.0.242 Ready Cisco Security Agent V4.5.0.242 installation kit for web Solaris
sarvers
External_Apache Weh Server V4.5.0.242 Ready Cisco Secunty Agent V4.5.0,242 installation kit for web Solaris
SErVers
External_iPlanet Weh_Server_V4.5.0.242 Ready Cisco Security Agent V4.5.0,242 installation kit for web Solaris
SErVErs
IDS Mode Server W4.5.0.242 Ready Cisco Security Agent V4.5.0,242 installation kit for servers  Solaris
running in detection mode
iPlanet Web Server V4.5.0.242 Ready Cisco Security Agent V4.5.0,242 installation kit for web Solaris
sarvers
Server V4.5.0.242 Ready Cisco Security Agent V4.5.0.242 installation kit for servers  Solaris
Apache_Web_Server_v4.5.0.242 Ready Cisco Security Agent V4.5.0,242 installation kit for web Windows
SErvers
CiscnWnrks YMS V4. 5.N.242 Ready Cisco Security Agent V4.5.0.242 installation kit for systems Windows i
&] pore S| &4 Local intranet

He 3a6ynpTe mocMotpeTh B MeHI0 Systems > Registration Control ects 51 y Bamero IP anpeca noctyn
sromy URL.

-‘3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer :Ig’ b
Fle Edit View Favorites Tools Help |
Bk v = - @ 2] A | Qoearch (EiFavortes Fiveda B | B S
Address |g‘| https:ffcsamc45fcsamc 45 webadmin El 6o | Links **

Cisco SYSTEMS Management Center for Cisco Security Agents V4.5 Close | Help | About

Events Systems Configuration Analysis Maintenance Reports Search Help

Systems » Registration Control

Enter the IP address ranges allowed to register with
Management Center for Cisco Security Agents V4.5:

10.10.100.1-10.10.100.254 =] (7]

=
4 ¥

HOCJIG TOT'O KaK BbI CKa4daJIu IIaKET, BbI 3aHyCKaeTe Cro.
NHcTannauma B Windows

[Taker uzaer B Buje exe ¢aiiina B KOTOPOM YKe 3aJI0)KEHBI BCe MpaBuiia U apec LIEHTpa yIpaBIeHHUS.



Haxumast kHOmKy Next BBl MPOXOJUTE HECKOJIBKO OKOIIEK, COIJIAIIAACh C JMIEH3UEH, BHIOMpast MyTh IS
yCTaHOBKM, BbIOMpatro onuuioo Network Shim wunm oTkimo4as ee M 1O OKOHYAHMUM HHCTAJUIALUU
nepe3arpyxaereck. Onuust Network Shim Bxitouaer B ce0st crieayromnme BO3MOXHOCTH

e Port scan detection
e SYN flood protection
e Malformed packet protection

Bb1 MOXeTe 0TKa3aThCsl OT MHCTAJUIALIMU 3TOTO KOMIIOHEHTA, OCKOJIbKY HHOT/Ia OH MOXET KOH(IMKTOBATh C
JPYTUMH IpOorpaMMaMH 3alllUThl Ha XocTe, HarpuMep ¢ VPN KiIMeHTaMu WiIu IepCOHAIbHBIMUA MEXCETEBBIMU
skpanamu. Cisco VPN Client He KOHQIUKTYET ¢ 3TON onuueil. BEIKIIOUNB 3Ty ONIUIO BBl IPOCTO YMEHBILIUTE
YHCIIO0 CIOCO0OB KOHTPOJIA 3a TpapukoM. Bo3MOXKHO 4TO BaM M HE HaJ0 3alllMIIaTh Bally cTaHIMio oT DoS
atak. B m060oMm ciydae penieHre NpuHUMAaeT aIMUHUCTPATOP O TOM BKIIIOYATh MJIM HE BKIIOYATh.

MHcTannauma Ha Solaris

Toxe Hy)KHO CKa4aTh MPOrpaMMy WHCTAJUIAIIAN B 3aT€M PyKaMH yCTaHOBHUTH:
e tar xvf CSA-Server_4.5.0.15-setup.tar
e pkgadd -a CSCOcsa/reloc/cfg/admin —d
e shutdown -y i6 g0

MHcTannauua B Linux

e tar xvf CSAagent-4.5-51.1386.tar
e /install_rpm.

lMonb3oeamenbckul uHMepghelc aceHma

B Windows arenT mosiBiisieTcst B Tpee B Bujie KpacHoro ¢ara. Ecnu ¢urakok IBMKETCS TO 3HAYUT cpadboTajio
KaKoe-TO MpaBHJIO U OHO NpPHUBJIEKAaeT BHUMaHME NOjb3oBarens. Jpyroil crmoco® mpuBiiedb BHUMAHHE —
BCIUTBIBAIOIIME OKHA. ECIM Bac OTBIEKAIOT BCIUIBIBAIONINE OKHA TO BbI MOKETE BBIKIIOYHTH MX BITHCAB B
peectp

HKEY_CURRENT_USER\Software\Okena\Cisco Security Agent\
key="BalloonPopupsDisabled"=dword:00000001

BooOmie HacTpoek areHTa O4YEHb Maylo, IOCKOJBKY BCE BBITIOJNIHAETCS B IleHTpe ympaBieHus CSA.
[Tonp30BaTens MOXKET YCTAaHOBHTH YpoBeHb Oe3omacHoctd B Low, Medium, High, Ho 310 paboTtaer TOIBKO
TaKue YPOBHH TMOJJIEPKUBAIOTCA B TMONHUTHKE. [lo ymMomyaHWIO 3TO BCE OJHO U TO k€. MOXKHO BOOOIIE

BBIKJIIOUUTH 3amuty CSA.

B arenTte ectb mois I KOHTAKTHOM MHGOpManuu — 3Ta MHPOpPMAIUs MEepechulaeTCs B LIEHT YIPaBJICHUS
YTOOBI 0OJIETYUTh TEXHUUECKYIO TTOAJIEPHKKY MOJIb30BATES.

IIepeson: lenuc barpankos

BoiBoa: Proventia Desktop Jsyuine, mockoabky Tam ecth peajbHbiii HIPS ananusupyrommii cereBoii
Tpaduk. CepBepa 3ammmarth npu nomouu CSA Hesib3sl.



